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Familly name | Sample ID File Name Hash(md5) m Date of Capture |Existance in VirusTotall Detection Ratio in VirusTotal
Bin 1 wb.arm €94f48285ec44e739505889¢922def55 ARM 2015/01 yes 0/56
Bin 2 telnet.arm |4101d096094fa7f3b35al4cee8c5d6bb ARM / 2015/04 no
Bin 3 telnet.m68k |2d4c6238ad43bfcc4668467ef6846196 s 2015/04 no
Bin 4 telnet.mp |5c091alc1311aa37443027a315b663f5 MIPS 2015/04 no
ZORRO Bin 5 telnet.mps |acb79b0810aeb8e1db298cd678b33840 MIPSEL 2015/04 no
Bin 6 telnet.ppc  |8e654a673d4bdd8ac16c39f7a4654elb Power PC 2015/04 no
Bin 7 telnet.sh4 |60ee95389061b1c8ce0cf8b6f748c8a6 SH4 2015/04 no
Bin 8 telnet.sparc |9918dba3e5737d25424b05b9f10b16c0 SPARC 2015/04 no
Bin 9 telnet.x86  |792d38b6fdd89d65d35d1b01lcd1ic2ba7 | _x86 2015/04 no
Bin 10 arm f73da5e1e33762f09d74e2d3d16c5c50 ARM ‘\ 2014/11 yes 7/57
Bin 11 i586 66113dc9a53866702ec0cab8a9a546b8 L o 2014/11 no
Bin 12 686 6d9f7123e8692087bdb2822e44854eef x86 2014/11 no
Bin 13 mips c58e25360794355fc77c¢18b1688d4d01 MIPS 2014/11 yes 6/57
Bin 14 mipsel a265bab2443e0635a4adfe7f47e06974 MIPSEL 2014/11 no
Bin 15 sparc 738db9f6b9debd08976€aa91bbf16117 _SPARC_ 2014/11 no
Bin 16 superh a12e7f584177fb5d229707c5c7f7fa72 Super H 5 2014/11 no
Bin 17 arm 06b2fbeede7ae5c1370753543b7d2e21 d 2015/04 no
Bin 18 i586 b7b299fdffbbaabd184ab4d8e69a4d98 x86 2015/04 no
Bin 19 i686 4061432ae8b37171af033d5185b31659 x86 2015/04 no
Bin 20 mips 3fc4bdb902e086e3e5681798036207e7 MIPS 2015/04 no
Bin 21 mips64 feb53f2aec98e96¢1321a6811ac05a18 MIPS64 2015/04 no
Bin 22 mipsel 94b2e00fc4cllabd77fb76fd5815d1dc MIPSEL 2015/04 no
Bin 23 ppc 06940d099751304¢704f7a31c2459fb8 Power PC 2015/04 no
Bin 24 sparc d76cf4f0f37395906df4d2c0defcd923 /Bﬂﬁe_r'ﬂ\ 2015/04 no
Bashlite Bin 25 arm 1549aed9b818b6a994dc5fbbcda57fa2 ARM \ 2015/04 no
Bin 26 i586 daab490a0a0a0a2b2528b18dacbf66ed x86 // 2015/04 no
Bin 27 686 8a2b06d4ba8b88cab092801fbcbfd8b4 x86 2015/04 no
Bin 28 mips 61f32f7a0d4b7643fb03da75cf5a1329 MIPS 2015/04 no
Bin 29 mips64 ee7d764767c25d4c54be44f18a5aa47d MIPS64 2015/04 no
Bin 30 mipsel 490968447a603c3664186164c99c14be MIPSEL 2015/04 no
Bin 31 ppc 2695e6d6930fc3e5b3345f8cd811d693 Power PC 2015/04 no
Bin 32 sparc 132¢5605752c9cfcc3f746b8451c7fe6 47~ Super H N\ 2015/04 no
Bin 33 arm 032ec8869¢235bfa8a8dfe7b125a02b6 [mARMoe!  2015/05 no
Bin 34 i586 86f9fc4e€914d358d05bd5d1d93a0d673 x86 2015/05 no
Bin 35 i686 clefldd4232e14c45661e0a8a976867e x86 2015/05 no
Bin 36 mips a41867fbf8e2358ba5551509907b288c MIPS 2015/05 no
Bin 37 mips32 77b73b0fe4a79dfc284fce55bf3cbe8b MIPS32 2015/05 no
Bin 38 mips64 d31261199d16b7ad82e0f87094debe07 MIPS64 2015/05 no
Bin 39 mipsel c652fe5e53cba8c450ee6f7307408c8c MIPSEL 2015/05 no
Bin 40 ppc 52f9bd74d63888182fbab15443b70898 Power PC 2015/05 no
Bin 41 sparc be35cd9d4c6047e940e6c58a96fbfOb8 SPARC 2015/05 no
nttpd Bin 42 nttpd bbf1327c1a5213b41a4d22c4b4806f7c MIPSEL 2015/05 yes 0/57
KOS Bin 43 1225.8196 |ec381bb5fb83b160fb1eb493817081cl MIPS 2015/05 no

IoTPOT: A Novel Honeypot for Revealing Current IoT Threats (Preprint)

Yin Minn Pa,Pa, Shogo Suzuki, Katsunari Yoshioka, Tsutomu Matsumoto, Takahiro Kasama, Christian

Rossow, |BE#RULIE Vol.57, No.4, pp.- (2016-04-15)
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Figure 1: Message Authentication and Freshness Verification

Autosar version 4.2.1, Requirements on Module Secure Onboard Communication, AUTOSAR SRS SecureOnboardCommunication.pdf
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« SAE-]3061: Cybersecurity Guidebook for Cyber-Physical Vehicle
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Requirements for Hardware-Protected Security for Ground Vehicle Applications

2015-06-032 WIP Standard
Define a common set of requirements J3101
for security to be implemented in hardware for ground vehicles to facilitate security enhanced applications,
developing expectations for necessary functionality to achieve an ideal system for hardware protection for ground
vehicle applications, including examples, but not explicitly detailing implementation requirements.

Cybersecurity Guidebook for Cyber-Physical Vehicle Systems
2014-01-14 WIP Standard

This recommended practice provides guidance on vehicle cybersecurity and was created based 33061
off of, and expanded on from, existing practices which are being implemented or reported in

industry, government and conference papers. The best practices are intended to be flexible, pragmatic, and
adaptable in their further application to the vehicle industry as well as to other cyber-physical vehicle systems
(e.g., commercial and military vehicles, trucks, busses). Other proprietary cybersecurity development processes
and standards may have been established to support a specific manufacturer’s development processes, and may
not be comprehensively represented in this document, however, information contained in this document may help
refine existing in-house processes, methods, etc. This recommended practice establishes a set of high-level
guiding principles for cybersecurity as it relates to cyber-physical vehicle systems.

http://profiles.sae.org/tevees18/

Management of Cybersecurity
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Production and
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Carried on after
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Development and
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applies to or affects
this phase.

Supporting Processes

Figure 3 - Overall Cybersecurity process framework
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Embedded Security Evaluations

|
I ] l

Theoretical Security Analysis Practical Security Testing Verifiable Security Verification
Design Analysis Functional Testing NIST FIPS-140
Threats and Risks Analysis Vulnerbility Scanning Common Criteria

Fuzz Testing

Penetration Testing

Figure 2: Overview of Embedded Security Evaluation Categories.

S. Bayer, T.Enderle, D.K. Oka, M. Wolf', “Security Crash Test - Practical Security Evaluations of Automotive Onboard IT Components", In
Automotive - Safety & Security 2015, Stuttgart, Germany, April 21-22, 2015.
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Description Value Rex
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« beSTORM&EDEO-NANOMYERE L, CANX YW Z—MiXE= MR
« beSTORMZETE, £ UTET A MF—S=R~
« EENRETIHEICIE, TS5—LK— OEERR
kNI 7>>0
DOfEHFEN B =R

Test Summary [ Tests List 1

w CAN Protocol
Current state: Test Finished Successfully J w AN Sequence
w CAN Send
w |dentifier
| ldentifier
e e H w Extended
Total Combinations: 255 ] - Extended
w Dlc
Suspected vulnerabilities detected: 0 | Dle
w Data
Elapsed Time: 0 days 0 hours 0 minutes 36 seconds w Toy Wheel Speed
z | Toy Wheel Speed A
t 7 Toy Wheel Speed B
2 Toy Wheel Flag
T L i
P
|l Preview J
=l
I J |
~ Monitor Status: Unlnows Heartbeat: N/&
[09:32:40 08/31/15] Paused.
[09:32:40 08/31/15] We have exhausted all possible
combinations ... PREVIEW XPOF
[09:32:03 08/31/15] Starting ... -
fNQ:27:N2 NRI21 /151 Finichad Attack Vector: M0:P0:B0.BT0:B0.BT0:B80.8T0:B0.BT0:SE0:B0.BT0:B0.BT0:B0.E
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« ENCAN-FDDI5E, BHCANDIZE

ITUIEHE

= Vector CANoe - Configurationl *

Eile View Start Configuration Tools Window Help
RRY=A" 1= I R - || s oer]| & | Real Bus | Online- | @ @ _ %Y B | of | A
Y, Trace =2 EoR 5
PBETWER AR Al% <Search> NN i- | B B~ - A%~ [~ [ Initial ~
S fime Chn 1D Name Event Type Dir DLC Data &)
g [ 282862682 CAN1 B CANFD Frame Rx 3
F [ 282394657 CAN1 B CAN FD Frame Rx 3 o1
[ 283127660 CANI1 B CAN FD Frame Rx 3 02
[=4 283260557 CAN1 B CAN FD Frame Rx 3 03
[ 2832393342 CANT B CAN FD Frame Rx 3 04
[ 283526627 CAN1 B CAN FD Frame Rx 3 05
[ 283659610 CANT B CAN FD Frame Rx 3 o7
» [ 283791247 CANT B CAN FD Frame Rx 3 08
[ 283923571 CANT B CAN FD Frame Rx 3 03
[ 284056404 CANT B CAN FD Frame Rx 3 oF
[ 284183377 CANT B CAN FD Frame Rx 3 10
L [ 2842321317 CANT B CAN FD Frame Rx 3 1
[ 284453238 CANT B CAN FD Frame Rx 3 1F
[ 284588322 CANT B CAN FD Frame Rx 3 20 Trace
[ 284747524 CANT B CAN FD Frame Rx 3 1 "
5§ 264885561 CAN1 B CAN FD Frame R 2 aF Stopped 4291525 0.18% | -M Linear Buffer |Rx: 185
[ 285018480 CAN1 B CAN FD Frame Rx 3 40 Time CAN-ID Rx/Tx  Type Length Data
(= 285151488 CAN1 B GANFD Frame ol “ 11.7391 00Bh Rx Data 8 00000000 00000000
(=g 285284556 OANT B CANFDFrame  Rx 3 F 12,4042 008h Rx Data 8 0000000000 000004
[ 285435389 CANT B CAN FD Frame Rx 3 80
e . g - N o 12,5376 00Bh Rx Data 8 00 00 00 00 00 00 00 05
12,6743 00Bh Rx Data 3 00 00 00 00 00 00 00 07
Write 12,8192 00Bh Rx Data 8 00 00 00 00 00 00 00 08
wl % Aha R 12,9522 00Bh Rx Data 8 00 00 00 00 00 00 00 09
13.0862 00Bh Rx Data 8 00 00 00 00 00 00 00 OF
Source  Message - 13.2188 00Bh Rx Data 8 00 00 00 00 00 00 00 10
System 01-0003 CAN 1 (CAN FD, NON I50) real bus with ABR: 500000 BPS. / DBR: 2000000 | 13.3508 00Bh Rx Data 8 00 00 00 00 00 00 00 11
() System 01-0003 CAN 2 (Classical CAN) real bus with 500000 BPS. 13.4829 00Bh Rx Data 8 00 00 00 00 00 00 00 1F
13.6162 00Bh Rx Data 3 00 00 00 00 00 00 00 20
13.7608 00Bh Rx Data 8 00 00 00 00 00 00 00 21
'\JhmﬁwmwwMmeﬁ*Q' 13.8928 00Bh Rx Data 8 00 00 00 00 00 00 00 3F
2 14,0251 00Bh Rx Data 8 00 00 00 00 00 00 00 40
| | il ‘ = 14,1571 00Bh Rx Data 3 00 00 00 00 00 00 00 41
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