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FHIAR A D FEATT BB EE )

B Trusted Platform Module (TPM)RNT—42 D ZEEY
http://gcn.com/articles/2010/02/02/black-hat-chip-crack-020210.aspx

Engineer shows how to crack a ‘secure’

TPM chlll AZAALT, RERIT. 2vTL
By William Jackson ~ Feb 02, 2010 NRAZRNDEXEE=FLT=,

A security engineer who reverse-engineered the family of chips from Infineon
Technologies AG that includes its Trusted Platform Module implementation showed an
audience at the Black Hat Federal Briefings how he cracked the chip and accessed its

data.

Using an electron microscope to operate at the nanometer scale and Adobe Photoshop
to plan his attack, Christopher Tarnovsky was able to sit on the chip’s data bus and
“listen” to unencrypted code.

“This takes you somewhere that Infineon says you can’t go,” said Tarnovsky, who runs
Flylogic Engineering and specializes in analyzing semiconductor security. He
demonstrated his technique Feb. 2 at the conference, in Washington, D.C.

iu%ﬁ (#@HE) I %‘h He began by buying chips in bulk for pennies apiece to experiment with and break. He

(:J\‘J"d—éflﬁqifdtb stripped each layer off the chip to expose its topography, imaged the layers using optical
and electron microscopes, and used Photoshop to layer the images so he could plan his
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EVITA: Hardware Security Module (HSM) ~2010&78~

EVITAHSM http://www.evita-project.org/Publications/AEHR10.pdf

EVITA Midium/LightZE#LmD
)L ZXRH850FTH/F1L

Full EVITA HSM | Medium EVITA HSM | Light EVITA HSM
v v .
Internal RAM (e.2. 64 kByte) (e.2. 64 kByte) optional
Internal NVM v v .
(Non-volatile memory) (e.g. 512 kByte) (e.g. 512 kByte) optional
Symmetric
: Cryptographic Engine v v v
: (e.g. AES-128 CCM. GCM f/AE)
: Asymmetric
. Cryptographic Engine v
: (e.g. ECC-256-GF(p) NIST FIPS
. 186-2 prime field)
- Hash engine ~_ + B = —
2, s Whﬁ_lpool) 4 X277 rOBERAEICLE
B v v
Counters (e.g. 16 x 64-Dit (e.g. 16 x 64-bit optional
monotonic counter) monotonic counter)
v v
Random Number Generator (e.g. AES-PRNG (e.g. AES-PRNG optional
with TRNG seed) with TRNG seed)
Secure CPU
(e.g. ARM Cortex-M3 32 bit, 50— v v
250 MHz)
Hardware Interface v v

Moin
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Tnternal RAM (e.g. 64 kByte) (e.g. 64 kByte) (e.g. 64 kByte)
Internal NVM v v o
(Non-volatile memory) (e.g. 512 kByte) (e.g. 512 kByte) (e.g. 512 kByte)
Symmetric
Cryptographic Engine v v v
(e.g. AES-128 CCM. GCM f/AE)
Asymmetric
BT . &
Cry pto‘gl‘ aphic anlne ‘ Y (Secure CPUT
(e.g. ECC-256-GF(p) NIST FIPS S/Wt RS AT EE)
186-2 prime field) e
Hash engine v o o
(e.g. Whirlpool)
v v
Counters (e.g. 16 x 64-bit (e.g. 16 x 64-bit optional
monotonic counter) monotonic counter)
v v
Random Number Generator (e.g. AES-PRNG (e.g. AES-PRNG optional
with TRNG seed) with TRNG seed)
Secure CPU
(e.g. ARM Cortex-M3 32 bit, 50— v v
250 MHz)
Hardware Interface v 4 4
YA R Fv R ) LB B DB =
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e ID0O0000001

Type Model 1D Status
c XXXX-1234 1D0O0000001  Update
Exist
ECU No. Ver. Status
ECUO001 1.0.0 Healthy
ECU002 1.0.0 Healthy
Type C
ECU003 1.0.0 Unhealthy

History ( ECU003 )

Status Target ECU  Release  Version Note Update Operation
#* ECU003 201501/14 v20.0  Remove Knocking
Done  ECU03 2014112115 v1.00  Initial 2014/12/15

Central GW Sﬂ\i . F/W update ECU
F/W R e N EER

Updating firmware.
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