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WSDL

WSDL (Web Services Description Language) by W3C

— WSDL is an XML format for describing network services as a set of endpoints
operating on messages containing either document-oriented or procedure-oriented
information.

— Formally specified in Z and type checked by a tool.

— the conceptual model of WSDL 2.0 as a set of components with attached
properties, which collectively describe a Web service.

_ ComponentModel ]

components . P Component
componentlds . P ID

V x, v I components ¢

ldx) = Idy)=x = v

componentlds = {x . components * Id(x)}
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Common Criteria (ISO/IEC 15408)

* International standard for security assurance and evaluation for IT
products

* A huge number of IT products ranging from OS to smart cards are
certified under this standard

 Government agencies and companies mandate the use of IT products
certified under the CC (Common Criteria)

e CC consists of Partl ~ Part3 and CEM (Common Evaluation
Methodology),

— Part 1 (Introduction and general model)
— Part 2 (Security functional components)

— Part 3 (Security assurance components)

A simple diagram is provided to illustrate security concepts used in the
standard. However there is no formal/semi-formal specification as to
how underlying concepts are related to each other.
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Security Functional Requirements (SFR)
- expressible
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Security objectives Organisational Security Policies {0SP)
rreat e
enforce
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o Target of Evaluation {TOE) 4 assumption operational ermironment
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(K. Taguchi, et. al., “Aligning Security Requirements and Security Assurance using the Common Criteria”, IEEE
SSIRI 2010, pp69-77)
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Step 1.

==gecurtyy function==
secure print function

Yrutectw
«=thraats»

2=g5cai== P
-:-::uae::-‘:—- - <
i secured print files |—-1E3EN>> 1 ounocure of secured print files |9 e 1€ 102>

User Threat Agent

2ZPge==

Figure 4. MFP in Phase 1.

1: What should be protected is elicited as assets,
2: ldentify potential threats against assets,
3: ldentify security function which effectively protect assets from the threats.
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Functional Safety Standards

IEC 61508 is a functional safety standard for electric and electronic
devices, but there are other standards specifically focused on some
particular industrial sectors.

- Automotive Embedded Systems

- |SO/FDIS 26262, Road Vehicles —Functional safety
— Control Systems for Railway

- CENELEC EN 50128, Railway Applications: Software for Railway Control and
Protection Systems

- |EC 62278, Railway Applications — Specification and demonstration of
reliability, availability, maintainability and safety (RAMS)

— Avionics Software

- DO-178B, Software Considerations in Airborne Systems and Equipment
Certification

National Institute of Advanced Industrial Science and Technology
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ISO/FDIS 26262

ISO 26262 is the adaptation of IEC 61508 to comply with needs specific to the application sector of E/E
systems within road vehicles.

This adaptation applies to all activities during the safety lifecycle of safety-related systems comprised of
electrical, electronic, and software elements that provide safety-related functions.

Target of meta-model

* Part 1: Vocabulary

+ Part 2: Management of functional safety

+ Part 3: Concept phase

* Part 4: Product development: system level

* Part 5: Product development: hardware level

+ Part 6: Product development: software level

* Part 7: Production and operation

+ Part 8: Supporting processes

+ Part 9: ASIL-oriented and safety-oriented analyses
* Part 10: Guideline on ISO 26262

National Institute of Advanced Industrial Science and Technology
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Part 3 ISO/DIS 26262 Process

* Following process is defined in the standard
— Item Definition
— Initiation of the safety lifecycle
— Hazard analysis and risk assessment
— Functional safety concept

 In addition to the process, the meta-model for the
underlying conceptual model is specified in UML.

National Institute of Advanced Industrial Science and Technology
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ISO/FDIS 26262 Safety concept Meta-model

Hazardous event

- contorollability : Controllability
- probalitiy of E : Exposure Safe State
- severity | Severity

ﬁ) Mulfunctioning Behaviour Operating Mode State_l
Operational Situation triggers
ltem
- « have 1 * 1
Potential Cause Hazard - category : Development Category

- purpose : String

derived from

Safety Measure expressed
[———— | Functional Safety Requirement
_ Element AJ Preliminary Architecture
expressed - asil - ASIL allocate L
Safety Mechanism ’ ! id {xor} <<enumeration>> <<enumeration>>
specified vall ili
7AN P 1 . alloc Exposure Controllability
+ EO : Exposure + C0 : Controllability
| Safety Goal External measure + E1 : Exposure + C1 : Controllability
+ E2  Exposure + C2 : Controllability
Fault detection Failure mitigation + E3 . Exposure + C3 : Controllability
- <<enumeration>> <<enumeration>>
Fault Failure ASIL Severity
A ASIL + S0 : Severity
*B : ASIL + 51 Severity
+C : ASIL + 52 . Severity
E— + D ASIL + 53 ;. Severity
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FMEA (Failure Mode and Effects Analysis) Meta-model

System
Compensating Provision
prevent or reduce \%onsible
Personnel
Failure Cause Detection Method
Component
T.*
detect
1.* 1
Failure Mode
effect o ti
- severity © Failure criticality peration
- ocecurrence : Failure Occurrence
conseguence of Local Failure Effect
Failure Effect <}
lﬁ System Level Failure Effect

Immediate Effect Final Effect

|[EC 60812, “Analysis techniques for system reliability — Procedure for failure mode and effects analysis (FMEA)" ,
edition 2.0, 2006-01 (2006)
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Correspondence Between Safety Concepts in ISO 26262 and FMEA

Hazardous event

Me t a Mode I of FMEA - contorollability : Controllability

- probalitiy of E : Exposure
- severity . Severity

Safe State

Compensating Provision

Mulfunctioning Behaviour | | Operating Mode |

St ate—l

responsible

Operational Situation triggers
tion-Method.. 1

I ]+ have "
T IPo':ential Cause ! rHazard |

< l | - category : Development Category
T - purpose : String

detect @"

. derived from
! 1

Safety Measure
0

Component

Failure Mode

effect o "
- severity . Failure criticality

- occurrence : Failure Occurrence

expressed

Functional Safety Requirement

H Element |—<>I Preliminary Architecture
- asil | ASIL allocate L

expressed

Safety Mechanism * 1 {xor} <<enumeration>> <<gnumeration>>
specified valid Exposure Controllability
. AN allocal
consequence of Local Failure Effect 1 + E0 - Exposure +CO0  Controllability
- Safety Goal External measure + E1: Exposure + C1: Controllability
Failure Effect + E2 ! Exposure + C2 . Controllability
% Fault detection Failure mitigation + E3 : Exposure + C3 : Controllability

System Level Failure Effect

‘ <<enumeration>>

. <<enumeration>>
Immediate Effect | | Final Effect | Fault Failuce ASIL Severity
+ATASIL + S0 : Severity
+BIASL + 51 : Severity
+CoASIL + 52 : Severity
+ D ASIL

+ 53 : Severity

Correspondence between the two meta-model can be determined by
the definitions of concepts.
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Explanation:

FMEA

ISO 26262

Aligning Two Standards

Component

Hazardous event

Failure| Cause

- severity

- contorollability : Controllability
- probalitiy of E | Exposure
. Severity

I

Operational Situation

Potential Cause

Safe State

Mulfunctioning Behaviour

State—l

Safety Measure

|

Safety Mechanism

Fault detection

”

/-/ »
=

=

2

z
z

=

Detection Method

AN

Fault

Failure

Compensating provision

trigaers
Iltem
« have 1 " 1
Hazard - category * Development Category
- purpose : String
derived from
expressed
[————— | Functional Safety Requirement
] Element —<>| Preliminary Architecture
expressed - asil - ASIL allocate L
’ 1 {xor} <<gnumeration>> <<enumeration>>
specified valid Aloo Exposure Controllability
! + EO : Exposure + CO : Controllability
Safety Goal External measure + E1: Exposure + C1: Controllability
+ E2 : Exposure + C2 : Controllability
Failure mitigation + E3 : Exposure + C3 : Controllability

<<gnumeration=>
ASIL

<<enumeration=>

Severity
+ A ASIL + 80 : Severity
+ B ASIL + 51 Severity
+ C . ASIL + S2 : Severity
+ D ASIL + S3 : Severity
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Pros and Cons of Meta-Modeling Approach

* Pros

— Increase understandability (avoid misunderstanding), which enhance
mutual understanding of the underlying concepts/conceptual
frameworks,

— Easy to design supporting tools and build tool chains,
» as long as everything is defined as meta-models.

 E.g.,, EAST-ADL2 (ATTEST Project)

« Cons
— Still ambiguity remains.

Only structural relationships between concepts are defined.

— Specifying every detail of a standard in meta-models is costly

National Institute of Advanced Industrial Science and Technology
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Concluding remarks: Moving forward, where?

 Meta-modeling approach is promising and feasible, even
effective for a functional safety standard.

— Provides certain degree of rigor to a standard.

e Some additional remarks

— Great opportunity to improve/enhance existing functional safety
standards,

» Safety concepts could be refined,
* Improvement of safety analysis methods

* Incorporates results of system assurance TF into the standard.

— Standardization of safety/assurance cases

National Institute of Advanced Industrial Science and Technology
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OSLC = Open Services for Lifecycle Collaboration
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