LENESAS

SWEST17
HAH AT LEMICET Y I—T—02avT

BfitXa)TrIcBT5ERE

Renesas Electronics Corporation
Automotive Information Business Department
Daisuke Oshida

2015/7/23 Rev. 0.00

©-2014 Renesas-Electronics-Corporation.-All-rights-reserved. 00000-A



BC#si

1997F~2001F (HIMCIAFLICTIAE—DERICHES
1999%F ~2001F (#FH)PBILICTRZILRERBICIKS
20015 ~200445 (#)APRO&KWIREICTCCDOR %

20054 NEC Electronics(#)Icqi At
® 2005%E~2010%F 7OtARAR -TFNNAARLTUTIICHEE
— 2005%E~2010% 65nm~28nm AR5 1 T D il 75 B 5
o 2011fFF2A KK, BT RikICRIEEIG
— 2011%~2013% PUFZRW=tF2)F 1) )a— 3 ikE
ISO/IEC 15118, IEC 61980iE#({LEH
— 2013%~ V2XmEHteFa)7r1/)a—a O #

B KFEHMEAPE

BEEEECRMEB(LR~RR)

BEirE

KANAHRHSKEL

0K : 5 Ty N 32kgiR/ 256 )

¥ YNNI RORELERMT24Kg)IN o /Rd)
BB HAEREo=H, EIBEFEICHD

2 © 2010 Renesas Electronics Corporation. All rights reserved.



104cm (EHF)

HERIZaa6~NA
Fof=oh LDiH

- T . 1216) 1]
= & o = & smr:vm
"\ EFS5&ESHF/NRIL
SEFDHRL

FIDENTIAL © 2014 Renesas Electronics (



—hhbDBEBE
~ESH WAL -IEFESLH b BLNVE A~

4 © 2014 Renesas Electronics Corporation. All rights reserved. -ENESAS



I Av—htEIcEBITBI B2

A

Zdl | -

 HSIRIT ISR

[ ’

227FUT)IRHE
(M- K 4R - BT —%)

’ED
= A

V724 LGBk
(A-PEia. MZRRA)

777RUT)IRHR V7N a1 LR
=A% « S Rl Tl D EN D T S DR ER

=, RE Tl -RB %
ﬂ 5y (D= chhSsDINHE2EIRT S,
4

5 © 2014 Renesas Electronics Corporation. All rights reserved. -ENESAS



Connectivity System in Automotive

Mirror Link/cast _ _
Security Function

El Smart Phone
S .

P

NFC “ —:-:n‘_

Keyless Entry «==:" 4

Telematics Control Unit

(TCU) — — — — 4

HSM

ADAS Unit Radar

N\
Camera *

N

6 © 2014 Renesas Electronics Corporation. All rights reserved.

EVITA
v Q IPsec/SSL

Application unit (AU)



http://www.pcselect.co.jp/goodsimg/200209100001_1.jpg
http://www.pcselect.co.jp/goodsimg/200209100001_1.jpg

BEIEICEFLUTAIIRDEN?

7 © 2014 Renesas Electronics Corporation. All rights reserved.



I RaE T - FIEEAN DK

o ~a
Bt FIE R L ORI TSh i y; \
. I SO ]
' \
I I
33k ‘ ; :
[ : RV [
I
: ETC :

I
\ tEr—ay }
S e __

iy L P

AN by 2% Ny

N—A—7+«#&

8 © 2014 Renesas Electronics Corporation. All rights reserved. lENESAS




I ZTEMEANDEKR

FREDRE

=531t

100,000 TA W E-UORCERICEAST LS F54 /08 (CkE)

/

N E = A

BRdiEmng

Fﬁmﬂ&ﬁgﬁ

/.;

/

/|

WAL ]

/

o o = dRHERRER

16 30 45

"] Lit’)”w.'%j]ﬂ —

60 o Bo+

A IHS Traffic Fatakty Facts 2007

BENDERDE?

=

BEREE N DL 1L

EJIE{ﬁ'leIL*L

9 © 2014 Renesas Electronics Corporation. All rights reserved.



BRI ETTFINEEEDER

BT R E

{51

PC

19808

OO0

201 O

I F 31—t —

T GEITHED T
Rt & 1538

O a—A7059 540
(Tl -4 %)

O

O

O

SLHLIE SR (SERS N
T30+ ()

EILERE. ST (7
(& JL—+%)

%T’Eﬁ;gf TR VDT 4% — —
o 8 7 EEES BEEE

E R i L E T e e — —
BA SR AL ik H—F T — | Ox

i 2| Pt & TR 3R
Rl b 2
5%

F o7 O D HIENE 3R 277 HIE
LR IEED - 7 LT HT 4 THVER
TEEE - UERLEERES

I oopd—t—
BEIESTT

oo B+ MERETHH

DO HATIE

OO0 0 0|0

BEIE=t

FOE B (R —
1=

EEIQE . ——TN95L - B1E
F—8

O

BEERNMICHEITEINEEEILIEMERIZHY . PCERIFITIEDEDDIHD

10 © 2014 Renesas Electronics Corporation. All rights reserved.




t¥al)F1EliOMN K

JARFrRNTRIOEIRDESE
B S 2R OEE ARNEICERENS 2P

A

28 LLAT I

JMXI 1R —4/RiRH#

8137 —\ \

- PR RZAR
B iR

BB AR
EhESEIR

11 © 2014 Renesas Electronics Corporation. All rights reserved. -ZENESAS



BB EOEF*aY T+ LOER

12 © 2014 Renesas Electronics Corporation. All rights reserved. -ENESAS



{EAHZEHUMEICEITZER

« RIEV2XIB(E

RDFELH I
NEIILIT T/
REF—5BE

o SCERIRAR. ([BERim
K=EEOREIL
DT VDA

« T HIEHRE
*ECUDEBEEHX

->U7w54§@
< EEN S5 DB 3 KBDF1—=—>7U

VT RFEH U

< ITEHIHOMETELC DB

13 © 2014 Renesas Electronics Corporation. All rights reserved. -ENESAS




BRE—BTREAHITIFEEIBRTSE.

BEEIcHIT3EF1)TF1OEEN ShEFOBRHETOND |

BFY7(EN) Fi=13. i, “,ﬁ" p it/ 57—
y7b717®u—! A“ﬂ Renaissance
>WIELH--HBORB T l)l

(EV/PHVR/Sy5)—, BBS—TNE) S

RESATOELSYF)— DR B wmar ‘

BEIIBAD -2 [ s y p

I JRP > A BB ORE

ILIvMh—KiRE. BAEREEDEH
HESWMHIRKICED.

ECU®D .
=ECURBIOIREEE(Vzys—hvhe)
YSyS&—nvh, HHRNE LY e

SBARHAORR, HOBRLELS,

=>ETEMOME “~

24— 52— DML \ |
=>hE EHRCST 3R ELSMTONRE] \
BB H—A—h—OEAERLIILS

S>HUHEOZM (rELs515—AOF2YE)

TEESI1Y—EH N
S>RBHIMCTHEHETMTTRE -

14 © 2014 Renesas Electronics Corporation. All rights reserved. -ENESAS




HEEDtXa)TsLD=—X

15 © 2014 Renesas Electronics Corporation. All rights reserved.



BEE#H2ICHTE5EFa)TF=—X

XEERIBER D
3GHFDFTITZESH
FEBARBICHOTLVEL

. ,»)\\\

+ |[EC 61851
« ISO/IEC 15118/12139
* |EC 61980

<EV/PHVIEE>  SAE12836102847002931
<Ko B ENERER
FERARYh o HENE R

g
=
:mj - 1SO 20077/20078/20080
BEEN-Y-N TS/ RRE(E >
ITSY—EA -Diagnosis
-E@MEFALEY—ER
e gt
etc
@00 /%)))))))
(lc
<IBEREE> _ o G
18 / T o =
b Viuani-hs <HEMEE>
-etc <AEBIER> ﬁ?EFﬁE
eee Protestion P -SES1%/AT A E ggf‘ég@ﬁ*ﬂ
: rOﬁcel(c):n B B4t/ ) 7 . rotection Profile
i TSI~ et . ETSI103 007 eter
setc g\élETA « CAMP

16 © 2014 Renesas Electronics Corporation. All rights reserved.



BRM B EIEHIE TOEF 1) TR IR EC TN M

B ERiLEL. BRIEADOEFIVFRED=—ATEY,
= ECUDARIEMEPRSLE. V70773 )DiRE
= ECUDREE/F-2DBEB{LH A

OEM: =Z%AA TRk A.SHEE#MCUDEXK (Gateway, 1 EEXE)
=Mid/High-endDEES T B EHMCUDE K

Tierl: =>BH8ETSvrI+—LRITHSM (Hardware Security Module) DE3K
=>EVITAE#.ORSAA B R HAHSMDEK

2008£F4A: “SHE” (H/WIC&k2HE 5 0IR )R

. R ; 2011128 I1ZEV /1 \%
2008%F78H: EM7 0TI “EVITA”ZA2—p L
e 4 i 1-2 i (PRESERVE)
2009$E4 8 : “SHE” DHEEHHIS DM TR E—
(BON-A-H-Etk e BLTARENS
/ y 1" ﬂ”uufmﬁmw
ERH&ICHLT.
) -
171 BEIR IR D
2009478 : RFQIC “HSM” 2 BRENZH= \

20105 6H: BEIE77YN71—LIC“SHE” MHER

2010478 : EVITAD3IEFHD “HSM "%
secure on-board architecturelc}iE

1/ © 2014 Renesas Electronics Corporation. All rights reserved.



BEkEhdtFa1)57r#8sE

B Authentication
® End to EndD#&gRREIE
o HEESATLAIBOAS DL
mEERIBOESIE
e INE
® Secure storage
— AEFlashX¥El)
— e FlashAE
® Secure Boot
® Side channel attackiifié
o NEBE=2—HrE(RE/BEFNE=5—)

18 © 2014 Renesas Electronics Corporation. All rights reserved.



S & (X

B __CHloTHEBWLWTHLLYMO +

® FEEH->TH?

® [[ZFHMD?

o S ARXDIELE & FH

e — /MM (HASH) »T?
® HASHO T[ZES D ?

® ELE->THIZFESID?

® MACOEEM

1O © 2014 Renesas Electronics Corporation. All rights reserved. -ENESAS



I ESEmICHSITARS I ERORE MR

I0554L(FEX) —

[11 ”» I I

Bl | T
S k)

508%TOF LIRSS, 4
L. R A BRALA D B-Rs, € 2XF

sllul|¥| =
508 & TOXF 7 EHMI=F>T, A%
==L, TZ2 (XA H-0RILITO“B"EICR S,

BRI S| T 21l 2?21 2| ?

BEAXNEROMAZEME-LT, BSAXETTRABOEE,
FTOXEIZRY FTOXEITIEREEL

2XF

20 © 2010 Renesas Electronics Corporation. All rights reserved.



I RABSAXOBE (RHEA—X)

RIEE ] (BfEE@ERE)| [ REF ) (BiEE (BERE) |
FE R oy /NES] A
ﬁﬁ’éiﬁﬁ Il . <A\j|saa&£sﬁ Il d&m% .

NS

X ngm | EEX 4
54 1

i1
g
HERES A ARRREE AKX

_
BT s s, AL@EsS S/ SR, %n%muwﬂwo
[;ﬁmwg SENOH RS |

TR GE iE skt N L
HERER T IBENDDE. ABIREE AT BIEHEOT,

UL TR A E HEDHTEHDE

PETI 0 U GUERES AR ORE ~KTFH)
2z |[EREETRR E=HICHHTES )

iS5 X5l DES, AES RSA, ECC

21 © 2010 Renesas Electronics Corporation. All rights reserved.



AFRBESHNEDPLRATHAS

> y ES{bEhi ES{bEhi .

F—% AR Bt it wER 5_g
ZEE
(BOA—F-) RER

7N 7N
4 —/Q } —/Q } /4
Y —_ ‘ =
- i ES{bEhi ES{bEhi ,
7% HER Bl pld v AR .

22 © 2010 Renesas Electronics Corporation. All rights reserved.



HASHE#E I3
EERoOANELEE R T A EHE 13 58%

NIST()Tl&. SHAL / SHA2I=xLT

LN & B3 ITH ARAIEREN TN,
SHAL: 4 £ (%2013 LLIf&. Disallowed
09A548ESFF63 _ SHA2: 20154 LU Acceptable
1056CBF93682 BHRLGT—4

166D47C201EA

7~ HASHEE# I~ D EKFIE

= Collision Resistance
H(X)=H(X &5 5x, X% R DIT5DH HEE

HASHES %k Fi ks < -2nd Preimage resistance
(=) - [ 4 xMHBE, Hx)=H(X) &% Bx'E
ROIT50D M EE
- Preimage resistance
y=H(X)&7%5 5 & 5%xE R DIT5DH EE

1B3 EERE \_ —AREETIS LIEEREE

‘SHAINIRED T I7IRREIUE—K, (GUF LEHREESNTLNS)
-SHAL / SHA2: 2, IRERFE CRIREII R RIN TULVALY,

23 © 2012 Renesas Electronics Corporation. All rights reserved.



B

n 2<EEEFIC. LYSHROEEHSRUICLDESICHNSHI=EF DI,

-
BTSN ST OHREL TR

a ' o 1MEIRYDFvLI/IEVAKR ART—%
' e 1 TimeNEESHE ({ELMETHHE)
Q Y, . Z0ft

24 © 2010 Renesas Electronics Corporation. All rights reserved.



I Media Authentication Code (MAC)

B Xye—J %RV 27-HDIHEFEEHR

25 © 2010 Renesas Electronics Corporation. All rights reserved.



BEtxa)T1DFEE

26 © 2014 Renesas Electronics Corporation. All rights reserved. -ENESAS



I ERShOBEMLTN

- EEEEEL, BROIFUAET
BRI | EEruz<mEdz
g (ERTHAET B E)

* UXONNESWZEFRRAE

. ¥ 2 OnAE MBS R R

TERAR S o BRI UTTHRZIRET Y D
[ AIIRERET 1 WERE LS RTATES—EDH
53

—myes B LTS U ADRAEREREE
[[ %ﬂﬁf”’a }] 3 (BFROIHILEE)
YN ]\

27 © 2014 Renesas Electronics Corporation. All rights reserved.



70t

HEEOMEE

Security level

Ne
t¥alF« ° :
BEORE - BAFZL
gt YR DEHHH
BE-UAOAME | oC
: 14
<
 stm WAEIREE
HEEH - &
Oor REIER
<L O
| REGER HERE

28 © 2014 Renesas Electronics Corporation. All rights reserved.



BR R

J ElETAZIATFLEER { }

b Ml EE TR
F— 2O, PHIEER

aAvF—2hEIC
HEEEHEELLTER

HEADLifecyclefFlc
BEEE2ER

-

T YNy T

\
v—JCE3IRHE
&%#‘Cﬁﬂl’ﬁ'émﬁ ﬁﬁﬁﬁi&,} -
=]
& \

( uzaﬁm« J

29 © 2014 Renesas Electronics Corporation. All rights reserved. -ENESAS




B E O
CNEFEANS TR LD ?

2D d FLY—C
DESIVIL T

« FIFCAN>—%

A
s TIOIS =5

s UTILSA 210
SDF1==32
s U R

LY FUMAB DL
ER{BOHDEORET 2N~ AN BE

30 © 2014 Renesas Electronics Corporation. All rights reserved.



I WEHOME

TSI, HDOAD -

EdLifecycleT. #H. ECICKHETIONEMET D

HiR, Losh—, H—217. RAAOELUHL, .-
BALYS—ANEETS

31 © 2014 Renesas Electronics Corporation. All rights reserved.



tF1)F BEEDEE tXa)FLANN

WERBAIL7dAZIA(#)
FIMEHRFHAS(20145F8A6H)
SS5LZ SRR ICHET =RV A

I RLRBAZEONE
B ERASESEYLIANTRIAVMISY ERERICSHS

45.0%
400 % 3834

26%

nzy 2K

300

LA RIS 36)

ag -+ +
s + - + +
HESVvYINES

100 %

' FY11 FY11 Fr12 FY12 Fri3 Fria FY16
i ] W i) TFH Lm TH T
@ 2014 Renesas Flectronics Corparation. &l Aghts resered. 21 l_{,E MNESAS

IBBETTEIRIIEDOLNVTI L


http://japan.renesas.com/media/ir/event/pdf/presentation/2015_q1_efforts_03.pdf

EWEFIFER?

\Y V4

| =

LY

el
—]
™=l

X TFa1UTs&EHEIDIHEIRAM

L

ll—
—]
=

XU THRIRX bH
X THEELEEMENENEFE

&

x &l

= <720

W

XTSR

&iE

e
0
>
o
(]
(9]
(]
r
(9]
-+
=
(=)}
=
<
c
<)
12
©
_
o
o
—
o
)
9]
12
c
o
ju.
-+
O
1
L
(9]
©
(9]
)
o
o
o
<
)
o
~
©
™
™




I YR DEHFT

4 ) BRI - -
= FEe
>
> BIbS
> IkE3
\_ J
4 I
— > XI5k
Yy s BAER
1R EE > EEIE
B e e e
\_ J

REAELIRFHEEZRITTEADIUWELHD

34 © 2014 Renesas Electronics Corporation. All rights reserved.



GWAHBESHBROTMRISKSND

« RIEV2XIBE

IRDITFELY—
AVASE SV ks

7/

AEFT—HRE

HH

- SRSRELK, 1B
k58 U e~
LD T DR

- T2 HIEHRE
SUTILSAH * ECUDEBE X )

/.
T f (CKDF1—=
- il aAUF o ~
— \— « VIR L
ITEFIUST o

35 © 2014 Renesas Electronics Corporation. All rights reserved.



I HREEEHRD

L EDLNRILTEZR ZONESIEHIN J
SRAFATEZD e —

T R URD P IR RD T _BEMtFaIUTo
BERRY KO- TEZXS [ oy ND—/7 }
LSIND T T ADULI = 7 1
DOSEH{25 i Yl

LSILARILTEZ S

LFIATRL—SAOTICRHEE [ | STt UF 4 |
BEHEAD 71 Al

&
52 | m[EWCAND | g [FAOBAEHS | g [HEHORBE

36 © 2014 Renesas Electronics Corporation. All rights reserved.



I MEsstE B4 - RATAP

RSATY T TOEBRBDIETEIIEERDS T
LADBRLICH U TR CEFEE DI HEE)

TRIRVBEDE, TDFFIAMCEERIROTLS

37 © 2014 Renesas Electronics Corporation. All rights reserved.



T2 RIRA =3 s

10FETHERZILR iR DTS
t¥Fa1UFr+ St a

38 © 2014 Renesas Electronics Corporation. All rights reserved.



I HRHtX1)7T1DREDEEY

m 2HHARE7O—
o ifeRSLtXI)FTIOME
o SREEDHL
u FESN
e TOEM#EE
* BRONAEIE(T—2N-A(L)
o 17917\ BENEMRBDFI7H 1IN EERTS)
B YA
o (REFBENDEHTT
o AEKELLEWSATALIL
m XRAEH
o BEEREEERBLEMRAT(ITF—1RIT)
e ENI17V1IONEEZEARI-LX1)T 1K
m fEsstERIR-BATAM
o FARHIR/AAMEEBL-RELI. TAM

39 © 2014 Renesas Electronics Corporation. All rights reserved.



CeC.biHEES

40 © 2014 Renesas Electronics Corporation. All rights reserved. -ENESAS




41 © 2014 Renesas Electronics Corporation. All rights reserved.



HELTREFAZTATLES

P3F

S
(O]
>
j .
(]
0
(O]
j .
()]
+—J

c
[@)]
'
<
c
(@)
)
©
j o
o
o
_
@]
O
()]
0
[es
o
j .
4+
O
Q
(1N}
wn
©
wn
()
[en
(0]
o
<
i
(@)
o\
©

o\

<




BRI thE)—IVTYER—h ]

BREiL/K— b

BETIRK | S TS j> tF1UF

=P o= oy
« Attackers * AES encryption REREOR —
« Attacks « ECC encryption —

Qsets * Voltage monitor/ /

© 2014 Renesas Electronics Corporation. All rights reserved.



RENESAS

BEEmT
g -t¥a)s v -
JER=-b7095 4

haEh.

| h—

TSI - CFaUT s BRSITORFEC/ ONODEHNENEY—ILTRHEICRE
N=FROI7EZRCEDAV IR DIPANOI BT AT LERZEBEICRE
BN ZEZFRARYEZY FTHBICRIE

Safety / Security mechanisms
MCU, SoC, A&P

CPU core self-test
Software drivers

Functional safety,
Security analysis tool, Report

F ™

Workshop
Development support

= 44 © 2014 Renesas Electronics Corporation. All rights reserved. IIENESAS




o

a3 rptautoCalcDomain? - 0O X
3 1 1 28 November 2014
g Security Analysis

01:03:41
Threat seiected: Body
Security Mechaniem required:
Threat Compgoneant Attack Secunty Machonem Prob
rSanipUiating ous
cormmunication
In-car bus Read key via debugger MACse with secure key |
AND inject messages storage h
In-car bus Read key via debugger Hone 3 =
AND modify messages iength
In-car bus Read key via debugger MACsac 3
AND modify mesages
content
In-car bus Sde channhel attack AND Nohe 3
injoct messages
In-car bus Side channel attack ARD Hone 3
Modity message length
In-car bus Side channel attack AND MACsac 2
medify mesage content
In-carbus Infect messages None 3
-
L S Dl AL L
Ahrmirailalin s e Aammen imi s mboaon s £ 2 =

© 2014 Renesas Electronics Corporation. All rights reserved.




2HDtEXaiT7vIaEY) 21—y

46 © 2014 Renesas Electronics Corporation. All rights reserved.



W2 ADtF* 1) 71141l

e R TEICEF 1) F(AL Tﬁfﬁiﬁ
e - = |—
fidss N
BEEREEF177O09SLT -
£41U54ME T e —
LYITEL b 5 [ B RS mE
I —
& IE t¥a7 t¥a7
709'5L(8) 709'55L(8)
MCU MCU
— HBROFMTHIINETTEF)T1ERIAELEST — e
Wikt4a)5( e

e .__ : Efal7e8-4'90
s — = — o B A A TS FIMI-7t%1)574
Halk # - |‘ éé i =
K F97' . MNa-ay

weaeE

47 © 2014 Renesas Electronics Corporation. All rights reserved.



High Security Spec: 7%y F ENE(LICIT I

B BIE72v70AahE. MIERENEER LICKD72V70EEL
B REII-IVOEAICEKD. WEIMROIFN
B 72970NESICEBNEESEL, 7 N—R I RIBTTOR T

78I EEOES (mmrs BZE7
t O .- , B4

([ BmETN
¥
eeoe ,a” ﬁﬁﬂﬁ7)b
() - BRI
@RUES - = e Fault Sensitivity
9 (R@E .- -7 Analysis
.@ --77 V- /) - .-V

48 © 2014 Renesas Electronics Corporation. All rights reserved. -ENESAS




I TX1PMCUDA A—D
MODETHET —HZFYET,

240X T4

@ AZIL—ILF
@ SUFLLATIM ...

EERERME
@ REZENR. REZRTVFLA

24hILEFxFa)Tq

_____________________________________________

o) TR

Treaue S I B
@ ILMHEEE
@ FMU (AEYIR—IAUNRN) o

® =GB 5l Rty

@® DES/AESaOtvYy
® RSA/ECCa7atvY

49 © 2014 Renesas Electronics Corporation. All rights reserved.



tFa7IPEEYII DI A-DF

ARAAAAAAAAAAA AnsnnnnsgAn

Application Domain

Application HW

(LRl elel) Security Module

(Secure Domain)

Application /
System Services
(SW)

Security HW
CPU, crypto engine

Security Services

Configuration / (EW)

Parameter
Files

[ Bk

e T T

Secret Data

9200000000000 0000000000000000000000 0,

External Memory I/F

o
«

> Communication I/F

........‘.......‘............0.................

Test/ Debug I'F |

ALY

ARIANAARAARAABRARARAARAARAMR

50 © 2014 Renesas Electronics Corporation. All rights reserved.

Security Module
(Secure Domain)

Isolation of secret data

Dedicated HW for
efficient cryptography

Parallel processing
Fixed( SHE type) or customized

(Evita HSM type)
security services



91

Renesas Secure Domain Solutions
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product lines E

> \ Enhanced set

of security services
based on SHE concept
Expand to further Q\ /
‘ RU78

product lines

Expand to further
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