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Hazards, harms and contexts
B EEDOBER

Hazard: Potential source of harm

IEC61508—4&Y
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Hazards, harms and contexts
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Fault Tree Analysis (f5)

["system out of

specification
or not
operational
Top event s
Final event System Failyre
Top outcome I
No or No or
inadequate inadequate
; data
Intermediate event voltages processing
Cause of the next level event = The event developed on another
Input event to the next level event >=1 A place in the fault tree
Output event of its inputs Power Supply Represented graphically by a
| / transfer gate
Microprocessar
l p
| L |
No voltage Battery voltage System does
delivered from not filtered not Pf"lﬁh‘f'dte any
the battery Coutputs. Gate (AND), as a symbol represents
Gate (OR), as a symbol represents 1 1 P combination of its input events -
combination of its input events - one or the == \ & \ accurrence of both events causes the
other event occurrence or state existence Battery Input Outputs next event
causes the next event or state — ~— Existence of both sates results in the
Filtering output state
Input inductor Fillei-ing Output 1 not Qutput 2 not
fails open capacitor available available
shorts batlgry |
to groun |
g g. X Py " Undeveloped event
/=N Vi 7 s 7 . Developed in ancther FTA, or laft
Input Coil Open Filter Cap Short < > < . ) > undeveloped for the lack of
T \‘\‘/ e information or a need for further detail
Output 1 Qutput 2
Inductor failed Manufacturing ] Capacitor Manufacturing
openduetoits  defect causes f%'!fgéh?sﬂ defect causes
random failure open circuit random falilure short circuit
N e ST
Basic event [ | MFG_Open.L1 \ MFG_Short (C1
Qpen_L1 4] L Short_C1 —
Insufficient Inductor cail Excessive Part cracked
solder causes | proken during solder shorts during
assembly -
connection assembly the pads short
| [ |
SuIderLLl Broken L1 Solder Short €1 Cracked C1 (I EC 6 102 5 ; L) )

IEC 2118/06

narionaL nstirute of ADVANCED INDUSTRIAL SCIENCE AND TECHNOLOGY (AIST)



AIST

EENDRR

¢ EVROTRENEELLZNEIZTHM
¢« VATLDERFTZEERTHEITEDT
- fEENFELLELIE
—AVTHF AN ENGNE

—AVTXAHOTH, EENFEELGELXIZ
RESHNESHIE




AIST

EENDRR

» ESPOT/RENRELEL LN ESIZF A%

. URFLADBRAELE Intrinsic safety

- ERNFELGNIE

—AVTFRRAMBENGNC

—AVTHFAMHH>TEH. EENFEELGZLXIE
FRESMRSHZE

Functional safety




Intrinsic Safety

¢« VATLMNGRERZEHIT VATLDYE

v—kXNJLR

i N W R

"Toyota Camry after frontal impact with tree" by Stillwaterising - Own work. Licensed
under Creative Commons Attribution-Share Alike 3.0 via Wikimedia Commons -
https://commons.wikimedia.org/wiki/File:Toyota_Camry_after_frontal_impact_with_tre
e.jpg#mediaviewer/File:Toyota_Camry_after_frontal_impact_with_tree.jpg
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“Suzuki alto body2 - AIMS” by Pineapple fez - Own work. Licensed under
Creative Commons Attribution-Share Alike 3.0 via Wikimedia Commons -
https://commons.wikimedia.org/wiki/File:Suzuki_alto_body2_-
_AIMS.JPG#mediaviewer/Datei:Suzuki_alto_body2_- AIMS.JPG

"Ferrari F430 Challenge Brake" by The359 - Own work. Licensed under
Creative Commons Attribution-Share Alike 3.0 via Wikimedia Commons -
https://commons.wikimedia.org/wiki/File:Ferrari_F430_Challenge_Brake.J
PG#mediaviewer/File:Ferrari_F430_Challenge_Brake.JPG
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bdd [Package] SafeML [SafeML Conceptual Model] /

«requirement»
Requirementl

«usecase»
Use case 1

~
«deriveHzd» ~

Ao
l«deriveHzd»

«System context»

«system element»
Blockl

«deriveHzd» -
-~

«DefenseResult»
DefenseResultl

tags
probability of harm = X
probability of occurrence = X
range = X
severity = X

«requirement»

, “«deriveHC»

T
|
|
|
Requirement2 |
I
|
|
|

1.*

«DefenseResult»
DefenseResult2

tags
probability of harm = X
probability of occurrence = X
range = X

|
IO..* Block2
«Hazard» /\
% Hazardl 7 !
0.. «activity» «deriveHC»
0. Activity 1 |
0. R : i
«deriveHC»" !
AN 1
«HarmContext»
HarmContextl
_________ tags
probability of harm = X
prabability of occurrence = X
range = X
severity = X
]_“*
A=
e detect !
« »
Harml I
tags '0 N
safety score = X L
«ContextDetector»
ContextDetectorl
tags
cost = X
«requirement» | «regDetection> probab!l!ty of false posl.iFive =X
Requirement3 > probability of true positive = X

severity = X

«requirement»
Requirement4
T
|
«reqDgfence»
|

'

«PassiveDefence»
PassiveDefencel

tags
cost = X
probability of success = X

«ActiveDefence»
ActiveDefencel

tags
cost = X
probability of success = X

A

|
|
l«reqDefence»
|
«requirement»
Requirement5
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«requirement:
Requirementl

«USBCases .
0 — Use case 1 | 0..*
« RTFUIVILDBEED T
«deriveHzdss~ . IEI__* Block2
1_t «Hazard=» /I\
r
A T ,Haza & «activity» «deriveHC»  [«requir
«derweszj - Activity 1 I Requin
- 0.*
¢ SyS M L F*ﬁ E «system element»{0..* R : 7
Blockl <<c|erivEHC»“\ | | “«de
~ — g* «HarmContexts»
~ z: ~
/x j HarmContextl
> — LN s, L - =-=--- tags :
‘/XTAG):l /7 \—* /I\ probability of harm = X ]
probahility of occurrence = X M
S range = X ]
1_ z\ /7'_ z severity = X
1'1,,."’ 1.* A L+
. «Harm» (A
. detect
¢ SafeML Fﬁ@ . Harm1l “aetect»
tags Iﬂ *
safety score = X
— Harm (HarmContext «ContextDetector>
2 ContextDetectorl
42 EH)
! :t cost = X
«requirement» «reqDetection probability of false positive = X
Requirement3 - - - - - = j:.?" probability of true positive = X
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«requirement:
Requirementl

“UseCase»
Use case 1

0.*
l«deriveHzd»

«5ystem contexts:

CHABEEDRA

SysML P&

— 5L

SafeML & :

— Hazard (HarmContext

)

~ |
«deriveHzds» ~ . IEI__* Block2
«Hazard» /\
o.+| Hazardl = ! .
. - — «activitys w«deriveHC= |=reguir
«derweszﬁ - o Activity 1 I Requin
! I
«system element»|0..* % : :f;
Blockl <<c|erivEHC»“\ | | “«de
«HarmContexts
HarmContextl
__________ tags P
probahility of harm = X
probahility of occurrence = X M
range = X

severity = X

«Harm:»
Harml

tags
safety score = X

N

|
«detects :

|
(0.

«ContextDetector»
ContextDetectorl

«requirements

«regq Detectinn»:}

Reguirement3

tags
cost = X
probahility of false positive = X
probability of true positive = X
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« SafeML BS3E
— ContextDetector

«De
De
«regquirements
Requirementl probabilit
probabilt
| 0..* range = X
~ |«derWEHZdﬁ «5ystem contexts severitigy
lzd= ~ 0.* Blockz2
~ 1
«Hazard» /\
.| Hazardl — ' :
0.*L «activity» «derideHC» |«requirements
—IZdj - 0% Activity 1 I Requirement?
e L % : 4
<<deriveHC»\\ | ) %deriveHC»
«HarmContexts»
HarmContextl
__________ tags ‘é—’//
probahility of harm = X 1.#
probability of occurrence = X
range = X ﬁ-ﬁ‘_—“'
severity = X
1.*
Y As
«Harma «detect»l
Harml |
tags IE, *
safety score = X «De
«ContextDetectors De
ContextDetectorl
tags probabilit
, cost Sgd . probabilit
«reguirement» | «_reHD_ete_ctErni} probability of false po§|1§|ve =X range = X
Requirement3 probability of true positive = X severity =
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PassiveDefense B

«DefenseResult»
DefenseResultl

EGRI IR ERT povsy ot =x

range = X
severity = X

«requirement»
Requirementd
I

%) e (BEHIER) e
DR A

«deriveHC»  |[«reguirements»
r— — I
« BEEXKIZCED 7
- A , “«deriveHC»

|
«reqDgfences

Y

«PassiveDefences»
PassiveDefencel

| Requirement2

tags
armContext» 0. *|cost =X
S M L Fﬁ ‘E . irmContextl probability of success = X
yS * L - tags
Jjof harm = X 1..*
: x — 0) 1 % < {of occurrence = X «ActiveDefences
/ 7 A ﬁ g :] E X L. ActiveDefencel

I Ia mcon e 0.*
r t Xt DefenseResult2
textDetectorl leregDefences

. A L : 0, .* o tags
LF cost =
Safe M L F*ﬁ E tect»: ' probability of success = X
I
|
TtextDetector» LTz I
*H
(Defe nse ReS u |t %i ) tags probability of EE;?rSn =X «requirlement»
probability of occurrence = X

y of false positive = X
y of true positive = X

range = X
severity = X

Requirement5
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— HarmContext
(DefenseResult

)

ssystem contexts:
Block2

A\

«DefenseResult»
DefenseResultl

tags
probability of harm = X
probability of occurrence = X
range = X
severity = X

«deriveHC»

«requirements»
| Requirement2

7

, “«deriveHC»

sHarmContexts:
HarmContextl

tags
ility of harm = X
ility of occurrence = X
=X
y=X

1..*

=
detect»l

L
0.

-ontextDetectors
ontextDetectorl

«DefenseResults
DefenseResult2

tags
X
ility of false positive = X
ility of true positive = X

tags
probability of harm = X
probability of occurrence = X
range = X
severity = X

«requirement:
Reqguirementd
I
|
«reqDgfences

Y

«PassiveDefences»
PassiveDefencel

tags

#|Ccost = X

probability of success = X

«ActiveDefences
ActiveDefencel

tags
cost = X
probability of success = X

A

lereqDefences

1
«requirements
Requirement5
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ssystem contexts:
Block2

A\

«DefenseResult»
DefenseResultl

tags
probability of harm = X
probability of occurrence = X
range = X
severity = X

«deriveHC»

«requirements»
| Requirement2

7

, “«deriveHC»

sHarmContexts:
HarmContextl

tags
ility of harm = X
ility of occurrence = X
=X
y=X

1..*

=
detect»l

L
0.

-ontextDetectors
ontextDetectorl

«DefenseResults
DefenseResult2

tags
X
ility of false positive = X
ility of true positive =X

tags
probability of harm = X
probability of occurrence = X
range = X
severity = X

«requirement:
Reqguirementd
I
|
«reqDgfences

Y

«PassiveDefences»
PassiveDefencel

tags

#|Ccost = X

probability of success = X

«ActiveDefences
ActiveDefencel

tags
cost = X
probability of success = X

A

lereqDefences

1
«requirements
Requirement5
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« REMDBREAED ot
R
+ REERIZES
« SysML BH&E:
- DATLODREEKRK [T
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— HarmContext HHfl

«requirements
Requirementl

safety score = X

«requirement»
Reguirement3

«reqDetection

«De
De
probabilit
probabilt
range = X
«5ystem contexts severiy
Block?
A\
«activitys» «deriveHC» |«requirements=
Activity 1 I Requirement?
N
<<deriveHC»\\ | , “«deriveHC»
«HarmContexts
HarmContextl
_____ tags ‘é—’.‘//
probahility of harm = X 1.#
probability of occurrence = X
range = X ﬁ-—\_—‘"‘
severity = X
3=
«detect»l
Iﬂ .
L «De
«ContextDetectors De
ContextDetectorl
cost PN tags probabilit
i Babilit
probability of false positive = X I:;Eg: ;I}é
- == ::} probability of true positive = X Herity =
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E/E/PES safety Software safety Validation : Validation ]
[ requilreme.nts ]:>[ requi.n.emelnts ]‘]< testing
specification specification .

Integration testing
E/E/PES Software | === === = = == (components, subsystems
architecture architecture 1 and programmable

1 electronics)

Software
system
design

Integration
testing
(module)

Module Module
design testing
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o EANKIZEZET B (hazard) EBEEFICEE
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« BZED A EEZEREA (context)
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s TEERDI-HDFE
— 959 JLY —2 (passive defence)

- 7oFayy-JL—Fx - AT L (active defence)
— I 7/\y% (active defence)




AIST

Hazard 2%

package Presentation diagrams| Hazard elementy

«block>» )
«Environment» - <<reqUI|I;(_-:'rT;1ent>> ;
Trees ove ?|\t igh spee
N
|
«deriveHzd» I<<derivesz>>
|
| I
| I
«Hazard»

High-speed collision with a tree
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HarmContext & Harm E3%

package Presentation diagrams [ Harm and HarmContext elements U

«requirement:
«Hazard» Car stops when brakes
High-speed collision with a tree applied
) NederiveHC»
I
«HarmContext» «HarmContext»

Cabin crushed in collision

Wheel loses traction when braking

kderiveHC» \ | «deriveHC»
v i v
«activity» «Harm>» «activity»
Collision not prevented Injury to driver Brake to avoid collision
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PassiveDefence B

package Presentation diagrams [ PassiveDefence elementu

«Hazard»
High-speed collision with a tree

«HarmContext» «PassiveDefence»
_ _ _ |Cabin crushed in collision Crumplezone

I
I
«Harm>» |
Injury to driver |

«DefenceResult»
Crumplezone resuilt
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PassiveDefence 2% - £ E:

package Presentation diagrams | PassiveDefence element with requirementy

«Hazard»
High-speed collision with a tree

\
/]

«HarmContext» «PassiveDefence»
" |cabin crushed in collision [ Crumplezone
) | 2\
«Harm» | |
Injury to driver | |

«reqgDefence»
«DefenceRes ult» |

Crumplezone result |

|
«requirements»

«block» +front crumplezone «blocks ﬁallgcaie» Absorb c.ollision energy
Chassis [~ Front crumplezone before it reba!ches the
cabin
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ActiveDefence B

package Presentation diagrams [ ActiveDefence elementy

«Hazard»
High-speed collision with a tree

N
/]

«ActiveDefence»
«HarmContext» < <

" |Wheel loses traction when braking | e o 1D system
I

|
«Harm» «DefenceResult»

Injury to driver ABS result

N
/]
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ActiveDefenceZE&Hx T EK

package Presentation diagrams | ActiveDefence element with requirement U

«Hazard»
High-speed collision with a tree

<HarmContexts «ActiveDefence»

~  |Wheel loses traction when braking | ey slip system

| N
! I
«Harm» «DefenceResults | «regqDefence»
Injury to driver ABS result |
|
«blocks «requirement»
R «allocates i
ABS braking system|— — — — — — > Prevent wheel slip
when braking

narionaL nstirute of ADVANCED INDUSTRIAL SCIENCE AND TECHNOLOGY (AIST)



AIST

ContextDetector &

package Presentation diagrams [ ContextDetector elementy

«Hazard»
High-speed collision with a tree
«HarmContext»
Wheel loses traction when braking

N
|

«detect»
«Harm» |
Injury to driver [
|

«ContextDetector:»

Wheel slip detector

N

| «reqDetection>»

«requirement»
Detect loss of traction

0

|
«allocate»

«block»
Wheel slip sensor
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D29 T IV —UREREE

package Presentation diagrams [ Complete crumple zone U

«requirements: «activity»
Move at high speed Collision not prevented
N N

|<<derivesz>> |

. I<<deriveHC>>

«Hazard»
High-speed collision with a tree |
) |
«HarmContext» «PassiveDefencex»

______ Cabin crushed in collision | Crumplezone
) | 0

«Harms «DefenceResult»

Injury to driver Crumplezone result «reqDefence»

|
«requirement:

«block» «block «allocate» Absorb collision energy
Chassis Front crumplezone before it reba!ches the
cabin
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By e T IV — RSk
SRTFLER OV TFAMD

package Pre tation diagrams [ Complete crumple zone U JU

«block>» «requirement» «activity»
«Environment> | |Move at high speed Collision not prevented
Trees

0 0 BIENT-BEAE
| «deriveHzd» l (ﬁé%ﬁg)

| | «deriveHC>»

fE-.Bﬁa)i «Hazard» |

High-speed collision with a tree |

L
«HarmContext» «PassiveDefencex»
Cabin crushed in collision Crumplezone
| N

fE-,Bﬁ «Harm: | |
Injury to driver ﬁib§glgﬁ:ﬁ%$ «DefenceResults | «reqDefence»
=

- - Crumplezone result
52450 TFF AR |

AIREIENHLSEE '

«requirements»
«block> «block» «#locate» Absorb collision energy

Chassis Front crumplezone before it reaches the
/' cabin \

REBERDEE BrfE A iE DR REER

narionaL nstirute of ADVANCED INDUSTRIAL SCIENCE AND TECHNOLOGY (AIST)



AIST

ABS T2 EE

package Presentation diagrams [ Complete ABS U

«requirement» «activity» «requirement»
Move at high speed Brake to avoid collision Car stops when brakes
N N applied
)

| «deriveHzd» |

| I<<der|veHC>> I<<deriveHC>>

«Hazard» |
High-speed collision with a tree | |
|
«HarmContext» «ActiveDefence»
Wheel loses traction when braking | Anti-wheel slip system
N | N
«Harm» | «detects «DefenceResult» | «reqDefences
Injury to driver | ABS result |
«ContextDetector» L
Wheel slip detector «requirement»
) Prevent wheel slip
«reqDetection» when braking
N

«requirement» |

Detect loss of traction «allocate»

|
«block>»
ABS braking system

«allocate»

«block:
Wheel slip sensor
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vareEk . ABS i é*ﬂ% ﬁlé

ATXRARDIT

package Presentation diaghgms [ Complete ABS U

«blocks
«Environment:

Trees

«requirement»
Move at high speed
7

«activity»
Brake to avoid collision
7

Car stops when
applied

xrequirement»

brakes

N

| «deriveHzd» |
| | «deriveHC»

«d@riveHzd>»

| «deriveHC»

High-speed collision with a tree |

|
|
«Hazard» | I
|

— l
fE.BﬁUJJE «HarmContext»

Wheel loses traction when braking

REEN=-FRAEE
(REHREE)

4

«ActiveDefencex»
Anti-wheel slip system

;5(:7’;6:‘/—7-:;Z|~ Wheel sli/rl)\ detector ]
| <<rqueteMﬁi£o)ﬁ%

«requirement»
Detect loss of traction

AIREEDHLSEE

BIENBRHAE
REEKR

«allocate»

fEis ' i

G «Harm» | «DefenceResult» |
Injury to driver |<<detect>> ABS result | «reqDefence»

R | I

ﬁ%b\ g I %E‘—ﬁé «ContextDetector» 1

| «requirement»

Prevent wheel slip
when braking

N
I

«allocate
|

«blocks»
ABS braking system

TEERDRE

«block»
»‘»Wheel slip sensor
REBRODEE

TEER
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Air bag Z & EE

package Presentation diagrams [ Air bag U

«blocks -
«Environment:» «requirement»
Trees Move at high speed
K "
| «deriveHzd» | «deriveHzd»

«Hazard»
High-speed collision with a tree

«HarmContext»

- — — — Driver hits steering wheel I
during deceleration

«ActiveDefence»
Deceleration protection device

R | 0
| «detect» | |
«Harms» | «DefenceRes ult» l«rquefence»
Injury to driver Airbad result [
«ContextDetectors [
Acceleration sensor |
«reqDetections «requirement»

\ Protect driver during

- rapid deceleration
«requirement» 7

Detect rapid
deceleration

0 |

‘«allocate»

| «a llocate»

«block>»
| Air bag

«block:»
Rapid deceleration sensor
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ries A bag BE KRR

package Present®ion diagrams [ Air bag U

«block»
«Environments

Trees

«requirement:»
Move at high speed
N

| «deriveHzd»
I

/v Hazards» I ﬁ%biglgﬁ:ﬁé . - ;
ﬁl}ﬁo)x High-speed f:ollision with a tree ;5':7’;6:]‘z—7—:¥-xl~ E'fgfég%ﬁé)ﬁ%

J

Dri :I:|tarn1Con!:ext» heel «ActiveDefences»
f— - = — — river hits steering whee . . :
E-Bﬁ during deceleration I Deceleration p/lr\otectlon device
| ) |

[
| «detects
E_rﬁg'li;ﬁﬁ q «Harm:» «DefenceResult» |<<rquefence>>
|
[

Injury to driver Airbad result

HAREE |

«ContextDetectors
Acceleration sensor

E(ihf:@ﬁjﬁif » 0 <<requirlement>>

«reqDetection>»
\ Protect driver during

- rapid deceleration
«requirement» K

M 3:23:::35)1 Bﬁﬁj’jﬁ;’fd)ﬁ% | «allocate»
HERX A | REER

‘«allocate»

«block>»

| Air bag

REERDEE ‘* «block»

Rapid deceleration sensor

| RLEERDELE
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\\J S

e SafeMLARETILEDESEEREET A-
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— 3% (Excel&)

ILINTEAHTE

il

ANALERRAER(EL—)

— X E (Word/#
— '\7I~U J7X

)
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SafeMLTETIViEESn=ZEFEHRD X

Harm Har mContext Defence P{Ocour) P{Har ) Range Severity PlSuccess)  SafetyScore Ciozt
fAuto cut-off Low Low One 51 High 00123
Crver-boiling due to too much water Undefended case Medium Lo One 51 - 00246 -—=
Water level senzor Loy Loy One 51 High 00123
Water limit indication mark on tank Loy Low One g1 Medium 00123
Latch failure while pouring Undafended case Law High Few 57 — 0.074 —
Lid leak while pouring Undefended caze Low Low One sl — 00123 —
Sealed lid Lowy Lo One 51 High 00123
Poor water euidance while pouring Undefended caze Medium High One a1 = no74 =
Shaped spout Loy High One a1 High onay
Electrocution  |Contact with live electrical compaonents Undefended case Loy High One 58 == 01 ===
Electrical insulation Lowy High One 53 High 01
Electrical fire  |Contact between water and live electrical components Undefended caze High Medium Mary a3 = Riliili] ==
Waterproafing Low Medium Mary 53 High 02222
Short circuit of live electrical components Undefended caze Loy High Mary 53 == 03383 —
Electrical insulation Low High One 53 High 01
Heat burns Contact with tank Undefended case Medium High One 52 - 01431 -
Heat inzulation [ Low One g1 High 00123
Contact with element Undefended case Law Higl Few 57 — o074 —
Steam burns | Steam build-up from boiled water Undefended caze High Medium One S1 o= 0074 =
Steam venting Lowy Medium One 51 High 00246
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SafeMLTCETIL{ESNnT=Z

Har mContext

Cwver-boiling due to too much water

Latch failure while pouring

Lid leak while pouring

Foor water guidance while pouring

Contact with live electrical components

Ciontact betwesn water and live electrical components

short circuit of Ive electrical components

Contact with tank

Defence

Auto cut=oft
Undefended caze

Water level senzor

Water limit indication mark on tank

Undsfended case
Undefended caze
=ealed lid
Undefended case
Shaped spout
Undefended case
Electrical insulation
Undefended case
Waterproofing
Undefended case
Electrical insulation

Undefended caze

| N [ T | R

P{Occur)

Loy
Medim
Lo
Loy
Law
Ly
Loy
Medium
Lo
Loy
Lo
High
Lo
Low
Lo

Medium

| [—

P Har m)

Lowy
Lowy
Lowy
Loy
High
Lowy
Loy
High
High
High
High
Medim
Medium
High
High
High

I =i



<h)YIRE 21—

c ¢ & & @ 8 8
2] o 5] — = =L =
¢ ¥ =z & § & 8
e & & = § = 8
& i = 0 o T =
b Auto cut-off

Water level sensor nniza

Water limit indication mark on tank nniza

Sealed lid 00123

Shaped zpout 0037

Electrical inzulation IRRRN

Wiaterprooting Q2222

Heat insulation

Steam venting

REEICHEIT YT DEHELTIRE

1| 40 HNEAS Joys

01111

LIE} L}l i JIRYIO0

0.0123

23 Ui 3OO0

A4 dn-pjing wesys

00246
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Harms Report Document

for

Electric kettle 1.0

Model date: 2013/ 02/ 15
Report date: 2013/ 02/ 15

Model author(s): Geoffrey Bic i Takeshi

Model created: 2012/04/17

Report generated by:  Geoffrey Biaas
Position: System engineer

Signature:

Harmrs report for:Electric kettle{v.1.0] Report generated by:Geoffrey Biggs[Systemengneer]

LElectrical fire

Safety score: 067

Hazard: Electricity
Sources:

1.1.Harm Context: Contact between water and live electrical cormponents

Probability of occurrence: High
Probability of harm Medium
Rar\(g: Many

=

1.2Harm Context: Short circuit of live electrical components
Probability of occurrence: Low
Probability of harm High
Rance: Many
Severity: S3

Sources:
- [Block] Switch
- [Block] Electric cable

504 [Package] HarmContexts [Short crcut o ive olecical

1 Model created:  2012/0417 L 20130215  Report. 2013/02/ 1
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FEH

« A —IaVARIIVATLDERRTE
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« 71/ EEISafeML | T, 2 F5HE LY
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More information

o SafeML TR—LR—
— https://staff.aist.go.jp/geoffrey.biggs/safemi/
» SafeMLT7B77A/)LEHEFHTRHML TS
— Enterprise Architect versions 9, 10 and 11
— MagicDraw versions 17 and 18

» BE =L AEE
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STV DH — R TLERE

ibd [Package] Electric kettle [125 Kettle logical connections] /

:Electrical assembly

BoilingControl :Switch :Electrical assembly

Ein :Electricity [e]«<=—{&]E :Electricity

Eout :Electricity

ElectricityControl

BoilingControl ElectricityControl

—L

BoilingStatus

:Boiling status indicator

E :Electricity

BoilingStatus

:Water tank
E :Electricity
IrWQ - [€]WQ: Water quantity
:Water - = =\ -
Win :Water|[¢ <|Win: Water
quantity . =
:Spout
Wout: ~Water [S}—————=>{3] Win :Water
Wout :Water|5] -|Wout :~Water
ExcessHeat :HeatE ::I‘::ExcessHeat :Heat
Noise :Noise[— —I3IN :Noise
il T

(BETILO—ERT=1T)
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BN VEDH - ZED

uc [Package] Electric kettle [106 Use cases]/

Class:ElectricKettle

Put water

in kettle

Boil water

Stop boiling

IS

<<block,external>>
WaterTap

<<block,external>>
PowerPoint

Pour water

<<block,external>>
WaterDestination

A—RT7—RA

RE. KFE
PITE, KFE
©IFE
©lrE

Water burns

g
iy

v
L4

:

M
iy

~
-
»|
v

~
Njm

AN R NS

[ 1
Contact with Water is

water hot
| .
Water leak Over-boiling
from tank

Pouring water Water
by tilting kettle spills

Boiling Boiling too

too long| much water
| \

Pour water Lid Lid

guidance |leak) failure FTA
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SafeMLTZE D HiERZETILIE

bdd [Package] Electric kettle illustrative diagrams [Lid Ieak]/

: « i »
«requirement» deriveHzd «Hazard» «Harm»

Make water available | ~ =~ =~ | Boiling water «HarmContext» Water burns

-
L - ~ «deriveHzd»

«usecase»
Pour water i )
«activity» <«_de£|v_eH_C»_ «HarmContext» [ «deriveHC» = «block»
Tilt kettle towards spout Lid leak while pouring Lid
bdd [Package] Electric kettle illustrative diagrams [Over—boiling]/
«requirement» «d_er_lvein_d»_ «Hazard» «Harm»
Boil water Boiling water «HarmContext» Water burns
-

-
~ 7 «deriveHzd»

«usecase»
Boil water
«activity» «deriveHC» <<H§1rmContext>> ' «deriveHC» «activity»
Boilwater [~~~ 7 7 7] OverbailingiilERcEEIE™ — = ~ = Z>|Wait for boiling to finish
by user to deactivate
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AIST

=T )Lk

E=RE|ERogE AREENHLIEE

«requirement»
Make water available

«usecase»
Pour water

fERDT

«deriveHzd»

-

~ «deriveHzd»

«Hazard»

d [Package] Electric kettle illustrative diagrams [Lid Ieak]/ J:j(_)’;é:]/—}-q:.x

N

«Harm»

Boiling water

.~ X

«activity»
Tilt kettle towards spout

<< - — — — -

«HarmContext»

fabR

«deriveHC»

«HarmContext»
Lid leak while pouring

«deriveHC»

Water burns

«blocks
Lid

bdd [Package] Electric kettle illustrative diagrams [Over—boiling]/

«Harm»

«activity»
Boil water

«requirement» <<d_er_|vein_d>>_ «Hazard»
Boil water Boiling water «HarmContext» '
|
-~
-~ |
-~ 7 «deriveHzd» |
«usecase» I
Boil water '
«deriveHC» «HarmContext»

Water burns

«deriveHC»

«activity»

— —1Over-boiling due to failure

by user to deactivate

————— >

Wait for boiling to finish

narionaL nstirute of ADVANCED INDUSTRIAL SCIENCE AND TECHNOLOGY (AIST)




AIST

Tip: Hazard/harm/contextlZ&k>TEZE» (15

bdd [Package] Electric kettle illustrative diagrams [Lid leak, ower-boiling] /

Boil water [ [ T e —————— .
xderiveHCa by user to deactivate

arequirements D:l ) c-cSElerﬂ!_::HErm -\..-L"H'IEE...
Boil water Chwer-beiling due to failure
T - -

wd ErivEHz::I »

_I «Hazardw H Context «Harms
Pour water nxd_Er;'E_Hz_dx- Boiling water FMArm ot I Water burns
' T wHarm Contexts |
P - |
ﬁdEfiVEHZd:ﬁ :
]
SafeML::Harm ...
- Tilt kettle towards spout * wblods
Boil water - — — — — — —— —|Lid leak while pnuring—————————%:?' Lid
wieriveHTx wderiveHCw

NIFRIRTARE
RICHAT:
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BRIV EDH] —
74 FNDETIVIE

bdd [Package] Electric kettle illustrative diagrams [Lid leak defence]/

«requirement» «activity» «block» P «block»
Make water available Tilt kettle towards spout Lid Seal

.\ =N [\\ A \:/ «satisfy»

«deriveHzd»~ \

|
! verif’
«usecase» «Hazard» \ : «requirement» é y» «testCase»
_____ s \ . . - = . .
Pour water «deriveHzd» Boiling water . | Watertight lid seal Seal is watertight
T
«deriveHC»\ I «deriveHC» \,/ «reqDefence»
\ ]
______ «HarmContext»  |«DefenceResult» |  «PassiveDefence»
«HarmContext» Lid leak while pouring : Sealed lid
|
l
«Harm» «DefenceResult»
Water burns Sealed lid result

St=DT LsyFxy
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bdd [Packafle] Electric kettle illustrative dia [ k defence]/

«requirement» «activity» «block» P «block»
Make water available Tilt kettle towards spout Lid Seal

‘S =N [\\ A \:/ «satisfy»

«deriveHzd»~

|
! verif’
«usecase» «Hazard» \ : «requirement» é y» «testCase»
_____ s \ . . - = . .
Pour water «deriveHzd» Boiling water \ | Watertight lid seal Seal is watertight
|
«deriveHC»\ I «deriveHC» \,/ «reqDefence»
\ |
«HarmContext»  |«DefenceResult»| «PassiveDefence» _
IR D T armContext» Lid leak while pouring ' Sealed lid ZELERDEE

|

y[eA 03 |
f I - - s

Water burs Sealed I resul BEh =B A&

(Z=HEEE)

BENSIZTR-ES
&IIZHEBaATX R

BT EDRR

AIEEIED HERE

narionaL nstirute of ADVANCED INDUSTRIAL SCIENCE AND TECHNOLOGY (AIST)



AIST

bdd [Package] Electric kettle illustrative diagrams [Over-boiling defence]/

«requirement» 282Ve_Hz_d»_ «Hazard» «activity»

Boil water Boiling water Boil water

g A

-
- ~ «deriveHzd» |
| «deriveHC»

«usecase»
Boil water ¥ CI —
el Sl niesr «DefenceResult» i
«HarmContext» | — — — — — Over-boiling due to failure <<Azt|\;eDe1;enfc;e>>
by user to deactivate UtoEUE

A A

|
|
|
|
|
|

|
: «detect» |
] |
«Harm» «ContextDetector» «DefenceResult» : «reqDefence»
Water burns Water status sensor Auto cut-off result :
) |
I «reqDetection» 1
] ]
«requirement» | . ~ «requirement»
Detect water status «deriveReqt» Automatic cut-off
A\ A N
«verify» | l «satisfy» l«deriveReqt»
| | ]
«testCase» «block» «requirement»
Sensor correctly detects Water status sensor Automatic switch control
water status

: : N A
E)JZ I\‘yj & <<Ver|fy»: :«satlsfy»

«testCase» «block»

t S / 'lj' Sensor correctly detects Water status sensor
water status
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bdd [Package] Electric kettle illustrative diagrams [Over-boiling defence]/

«deriveHzd»

«ActiveDefence»
Auto cut-off

«requirement» < -~ — «Hazard» «activity»
Boil water Boiling water Boil water
e A
-~ 7 «deriveHzd» I
| «deriveHC»
«usecase»
Boil water L
MBS T «DefenceResult»
«HarmContext» | — — — — — Over-boiling due to failure
by user to deactivate I
|
A |
I |
I «detect» :
| |
«Harm» «ContextDetector» «DefenceResult»

Water status sensor Auto cut-off result

A

I «reqDetection»
1

Water burns

A\

|
|
|
|
| €req Defence»
|
|
|
1

BENBRHAE

«requirement»
Detect water status

«deriveReqgt»

—>

«requirement»
Automatic cut-off

REEKR A A
«verify» | I «satisfy»
| ]

A

l«deriveReqt»
l

«testCase»
Sensor correctly detects
water status

TEERDIREE \

«block»
Water status sensor

Automatic switch control

«requirement»

/

gAY T E

A

«verify» |

A

| «satisfy»
| ]

REBRDRE

«testCase»
\

g Y

+-

water status

Sensor correctly detects

«block»

Water status sensor
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B2 L—H D/ —HIR

o L—HRAUREL—EHT ENRDE
« L—HIIER
—~ HOEENINDHLIERNINEEE
e Hazard: L—%
« Harm: fRA~NDEBE
« Context: ADML—HZEMHTHEZAIZRS
 Defense: L—H D AIZHIEZE{FED




AIST

W RABI2: L—H D/ —H#IfE

bdd [Package] Laser Pointer [Laser hazard] /

«requirement> [ ] «testCase» D

Produce a laser beam for «block» Test maximum laser

measuring distances Laser sensor power

A N«

I

|
| ~ | «verify»
| |

~
«deriveHzd» RS
} = Y
«Hazard» <Dl «requirement»
SCEr- - - — - — — — = O PR - — - - - => The laser power shall be
dSEN . Laser diode . S
«deriveHzd» «satisfy» limited to 1ImW
T
|
\I/ «regDefense»
«Harm Context» «Passive Defence»
_«Eaim_C(_)nEe)it»_ ] Person looks directly «Defense Result» Limit laser power
at laser T
| tags
tags | cost = Low
probability of harm = High | probability of success = High
probability of occurrence = Low I
rangelegiis «Defense Result»
H severity = S1 .
«Rarm» Laser power limit result
Damage to
eyesight tags
probability of harm = Low
tags probability of occurrence = Low
safety score = 0.2 range = One
severity = SO
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RGBS BEiFFORYE

« ORYFERFIFSEEEDEREZNHS

s BEIKITMAZETHEEEIHS

« Hazard: 8%

- Harm: (4}

« Context: EWNT [FEHEHELEFHET S
« Defense: EEFIER2{E=1E

» Monitoring: HE& DFEEAE DEH

LL

EhHE



IFABI3: BE/FORVE

bdd [Package] Robot wheelchair [Obstacle collision]/
«Defense Result»
Estop result
«block, external» User controls motion S
Footpath with joystick probability of harm = Low
probability of occurrence = Low
/:\ | range = One
, severity = 51
«deriveHzd»
deriveHzd : «deriveHC> .
«Hazard» I :
Pedestrians «Harm Context» |
Use_r drives whe_elchalr | «Active Defence»
into pedestrian | Emergency stop
____________ 1
probability of ;Z?:w = High «Defense Result» L tagg
o cost = Low
Earﬁgzbl“gnzf occurrence = Low probability of success = High
«Harm Context» severity = 52 A
I
A .
! |
L «reqDefense»
T «Context Detector» |
’ Obstacle detector -
Injury to a person «requiremeht>  [[__]
tags Emergency stop
tags cost = Medium capability
safety score = 0.3 probability of false positive = Low
probability of true positive = High //7 r}
A 0 v
| «reqDetection» «satisfy», wverify»
I / A
«testCase» Q «redi 4 «testCase» D
: quirement» | ;
Wheelchair correctly —— | - — — — > Detect «block» Wheelchair stops
detects people «verify» pedestrians Estop system immediately when
estop is triggered
I «satisfy»
]
«block»
Laser scanner
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